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Abstract—In this paper, we investigate Saudi parents’ privacy
concerns regarding their children’s smart device applications
(apps). To this end, we conducted a survey and analysed 119
responses. Our results show that Saudi parents expressed a high
level of concern regarding their children’s privacy when using
smart device apps. However, they expressed higher concerns
about apps’ content than privacy issues such as apps’ requests to
access sensitive data. Furthermore, parents’ concerns are not in
line with most of the children’s installed apps, which contain
apps inappropriate for their age, require parental guidance,
and request access to sensitive data such as location. We also
discuss several aspects of Saudi parents’ practices and concerns
compared to those reported by Western (mainly from the UK)
and Chinese parents in previous reports. We found interesting
patterns and established new relationships. For example, Saudi
and Chinese children have a higher level of autonomy in
installing apps on their devices than Western children who
mostly request apps installation from their parents. However,
more Saudi parents who end up uninstalling apps from their
children’s devices due to privacy concerns than Western parents.
This suggests that parents’ involvement in installing children’s
apps is related to a reduced number of uninstallation incidents,
which are mostly negatively received by children. Furthermore,
Saudi and Western parents show higher levels of privacy concerns
than Chinese parents. Finally, we tested 14 privacy practices and
concerns against high versus low socioeconomic classes (parents’
education, technical background, and income) to find whether
there are significant differences between high and low classes (we
denote these differences by “digital divide”). Out of 42 tests (14
properties × 3 classes) we found significant differences between
high and low classes in 7 tests only. While this is a positive trend
overall, it is important to work on bridging these gaps. The
results of this paper provide key findings to identify areas of
improvement and recommendations, especially for Saudis, which
can be used by parents, developers, researchers, regulators, and
policy makers.

Index Terms—Internet, privacy, online, children, kids, parents,
smart, devices, mobile, apps, digital divide, Saudi Arabia.

I. INTRODUCTION

A. Motivation

Smart devices such as smartphones and tablets, along with

their applications (apps), represent an integral part of almost

everyone’s daily life. Children are increasingly spending more

time using these devices and apps. In the UK, as of 2019,

according to research by Ofcom [1], 45% of children between

5 and 15 years old own a smartphone, compared to 35%

in 2015. In the US, as of 2019, according to the Common

Sense census [2], 53% of children between 8 and 11 years

old, and 91% of children between 8 and 18 years old, own a

smartphone, compared to 32% and 77% respectively in 2015.

In Saudi Arabia, according to a report by “Norton” [3]1, Saudi

Arabia’s children rank the highest in accessing2 tablet devices,

where 74% of them do so. Moreover, Saudi children are the

youngest to own their first connected mobile device, where on

average, a 7-year-old Saudi child has his/her first connected

device [3]. Furthermore, the Internet penetration rate in Saudi

Arabia is 93.31%, according to the 2019 yearbook of the

General Authority for Statistics (GAS) in Saudi Arabia [4].

In recent years, two studies have looked at parents’ privacy

concerns regarding their children’s smart device apps [5], [6].

They surveyed Western (mainly from the UK) [5] and Chinese

parents [6].

In our study, we pay particular attention to Saudi parents’

privacy practices and concerns about their children’s smart

device apps. There are several reasons that make Saudi Arabia

an interesting and unique target to study. First, Saudi Arabia

is a developing country that was established in 1932 under the

name of Kingdom of Saudi Arabia (KSA) [7], and is located

in south-western Asia. Second, it has one of the youngest

populations in the world. As of 2019, 31.42% (10,749,944)

of Saudi population3 are below 20 years old, and 24.52%

(8,389,963) are below 15 years old [8]. Third, it is a wealthy

country, mainly from oil export revenues which represent 70%

of its export earnings according to the Organization of the

Petroleum Exporting Countries (OPEC) [9]. Saudi Arabia has

around 17% of the world’s proven oil reserves and is the

second largest member of the OPEC [9].

Saudi Arabia is developing rapidly. Obviously, the strong

economy combined with its young population are the two main

factors for such rapid development. This in turn resulted in

high rates of technology adoption and Internet access. How-

ever, parents’ awareness about emerging technology issues

such as privacy may not be in line with the adoption pace.

It is not surprising to hear comments such as the following

1The report surveyed 6986 parents who have children between 5 to 16
years old in 10 different countries from around the globe.

2Owning or borrowing.
3The number of population of Saudi Arabia in mid 2019 according to GAS

is 34,218,169 [4].
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comments by an orthodontic specialist and a mother of two

children, 5 and 8 years old [10]:

I do not know how to use the smart TV anymore

because it is more complicated, but the [smart] TV

is very simple for my children to use. They know

how to switch from YouTube to cable channels and

to Netflix. Sometimes I need them to do that for me.

Internet and mobile app users often share personal data

with the website or app operators. These data can be precise

location, camera, microphone, or contacts data. Some of

these data are necessary for the website or app to function,

while others provide optional improvements to the provided

service. However, website and app operators might collect

data to sell them to third parties. Data monetisation has

become a key business model for many websites and apps

nowadays. This is a serious concern when that data belongs

to children. Users and societies can be harmed if their data

was misused by operators. For example, if users’ data was

shared with third parties without their consent, or if their data

was used for purposes they were unaware of. In recent years,

a data analytics firm called Cambridge Analytica received a

lot of public attention during investigations from the UK’s

authorities after allegations of misusing millions of Facebook

users’ data to achieve political goals [11], [12], [13], [14].

Children are often viewed as vulnerable users online [15].

They are susceptible to various types of risks associated with

data breaches such as cyber bullying [16], cyber stalking,

and online sexual harassment. Therefore, children’s data in

particular, need to be shared with care and parents’ awareness

of what they are allowing their children to share online.

The need for supporting families in children’s online privacy

issues has been realised by the Saudi government. Recently,

in 2020, the Saudi Crown Prince Muhammad Bin Salman

launched an initiative to protect children in the cyber world

at the Global Cyber Security Forum in Riyadh, Saudi Ara-

bia [17].

Motivated by the aforementioned need, in addition to the

lack of comprehensive analytical studies regarding privacy

concerns in our region, the main goal of this study is to

understand Saudi parents’ privacy concerns about their chil-

dren’s smart device apps. The results of this study will help

us better understand the status of Saudi families to identify

areas of improvement, set recommendations, and develop the

right tools towards a safer online world for children.

B. Scope

First, in terms of device types, our study’s scope is on

“tablet” and “smartphone” devices. For brevity, we used the

term “smart devices” to refer to both “tablets” and “smart-

phones” in general contexts such as the paper’s and survey’s ti-

tles, abstract, and introductions. However, we used the specific

terms “tablets” and “smartphones” where clarity is required

such as in the survey questions and for the rest of the paper to

summarise the results. Second, in terms of children’s ages, our

scope is on children whose ages are between 6 to 12 years.

We chose this range as it represents the ideal primary school

age in Saudi Arabia, and possibly many other countries. In

addition, the chosen age range represents the pre-teen age.

C. Research Questions

The main research questions in this study are as follows:

1) What privacy concerns do Saudi parents have about their

children’s smart device apps?

2) What are they doing to mediate these concerns?

3) Are there significant differences in privacy practices and

concerns about children’s smart device apps between high

versus low Saudi socioeconomic classes (i.e. is there a

“digital divide”4)?

D. Contributions

To the best of our knowledge, our study is the first and

largest study to date that comprehensively looked at Saudi

parents’ privacy concerns about their children’s smart device

applications. Our results provide a better understanding of

Saudis concerns, identify areas of improvement, and guide

future efforts. The results can be used by parents, developers,

researchers, regulators, and policy makers. To summarise, the

main contributions of this paper are:

1) We conducted a survey to understand Saudi parents’ pri-

vacy practices and concerns about their children’s smart

device apps. We analysed 119 completed responses by

Saudi parents. We find that Saudi parents expressed a high

level of concern regarding their children’s privacy when

using smart device apps. However, they expressed higher

concerns about apps’ content than privacy issues such as

apps’ requests to access sensitive data. Furthermore, par-

ents’ concerns are not in line with most of the children’s

installed apps, which contain apps inappropriate for their

age, require parental guidance, and request access to

sensitive data such as location.

2) We discussed several aspects of Saudi parents’ privacy

practices and concerns about their children’s smart device

apps compared to those reported by Western and Chinese

parents. We identified interesting patterns and established

new relationships, which can be linked to cultural and

political differences.

3) We tested whether there are significant differences be-

tween high versus low Saudi socioeconomic classes (par-

ents’ education, technical background, and income) in

terms of privacy practices (digital divide). Out of 42 tests,

we found significant differences between high and low

classes in 7 tests only.

E. Organisation

This paper is organised as follows: In section II, we

summarise related work. In section III, we describe our

4The term “digital divide” is a common term used to describe the gap
between the societies that have access to technology and those that do not.
While we use it to describe a different sort of gap (i.e. the gap between high
versus low socioeconomic classes in terms of practices and concerns about
their children’s privacy in smart device apps), we find it a suitable term.
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study methodology. In section IV, we discuss our results.

In section V, we examine whether there is a digital divide

(significant differences between high versus low Saudi socioe-

conomic classes). In section VI, we make recommendations.

In section VII, we list the limitations. Finally, in section VIII,

we conclude the paper.

II. RELATED WORK

In this section, we describe related work which we classify

into three categories: 1) Internet usage and the associated

risks, 2) parents’ concerns about children’s online safety, and

3) means to ensure children’s online safety. Our study mainly

fits in the second category: parents’ concerns about children’s

online safety. However, we include the other categories for

completeness, to provide the full picture of this realm.

A. Internet Usage and the Associated Risks

While Internet access provides unprecedented opportunities

for communication, learning, and entertaining, it brings numer-

ous risks with it. For example, access to global information

brings with it the risk of viewing inappropriate or illegal

content, access to social networks brings with it the risk of

being exposed to bullying and sexual harassment, and the list

goes on [18]. In [18], Hasebrink et al. provided a classification

for online risks from two dimensions: the child’s role and

the provider’s motive. Table I illustrates Hasebrink et al.’s

classification.

B. Parents’ Concerns about Children’s Online Safety

Zhao et al. [5] surveyed 221 parents with children aged 6 to

10 years old from Western countries (mainly the UK, where

78% of the respondents were from the UK) regarding what

privacy concerns parents have about their children’s mobile

apps. They identified patterns for practices and concerns. For

example, they found that when choosing an app for their

children, parents care about apps’ content more than the

personal data that the apps might collect. Additionally, they

found that some of the most widely used apps by children

are inappropriate for their age. Subsequently, Wang et al. [6]

conducted a related study that surveyed 593 parents with

children from 6 to 10 years old from China. Wang et al.

compared some of their findings with those reported by Zhao

et al. [5] on Western parents. Interestingly, Wang et al. found

some different trends between the two populations, possibly

due to political and cultural reasons. For example, Chinese

children showed higher levels of autonomy in installing apps

in their devices than Western children. Additionally, Western

parents showed higher levels of privacy concerns than their

Chinese counterparts. Several other studies conducted surveys

to investigate certain aspects regarding children’s online safety.

For example, Dedkova et al. [19] analysed 331 responses

from Czech parents of children between 5 to 17 years old,

to investigate parents’ sources for digital security advice,

and the relationship between parents’ preferred sources and

their personal characteristics such as parents’ technical skills.

They identified four groups of parents based on the sources

they used for digital security advice. Moreover, they found

that parents’ preference for certain sources is related to their

Internet skills. Another survey conducted by the C.S. Mott

Children’s Hospital [20], asked parents of children from 7

to 12 years old about their children’s usage of social media

apps, how parents choose safe apps for their children, and

parents’ use of parental control apps. Among their findings,

they found that 17% of parents whose children use social

media are not using any parental controls. Parents in the

study also reported the challenges they face in monitoring

their children’s usage of social media such as the lack of

information needed to set up parental control (21%), and the

children’s abilities to circumvent the parental controls (32%).

Other studies investigated children’s use of mobile devices at

home and investigated parents’ socioeconomic and educational

backgrounds in relation to children’s mobile usage [21], [22].

Although [21], [22] are not investigating security and privacy

aspects, they are related to our work as they attempted to

identify relationships between parents’ socioeconomic and

educational backgrounds in relation to their children’s mobile

usage at home. For example, in [21] Papadaki et al. surveyed

293 Greek families and examined parents’ socioeconomic and

educational backgrounds in relation to children’s mobile usage

in Greek children [21]. They found a relationship between

parents’ socioeconomic and educational backgrounds with

awareness about mobile learning technologies. For example,

lower educated or older parents struggle to adapt to the

rapid technological advancement [21]. We aim to extend this

research line to study Middle Eastern parents by surveying

Saudi families.

With respect to Saudi families, there are few studies that

have investigated children’s online safety from various per-

spectives. In [23], A. M. Alqahtani surveyed 115 adolescents

from the Gulf Cooperation Council (GCC) countries including,

Saudi Arabia, who were studying in the UK, and their ages

ranged between 13 and 18 years. The survey consisted of

several high-level questions about keeping safe online. The

study found that online risks are not fully understood by

adolescents or their parents. The results also suggest that

GCC adolescents’ online behaviour differs from their UK

counterparts in terms of Internet usage, which may be a route

that GCC adolescents take in future. In [24], N. Alqahtani

conducted a study on 30 Saudi parents and their children (30

children) to investigate associations and correlations between

what children say about online risks and what their parents do

to mediate those risks. They found a disparity between parents’

perspectives and their children’s online behaviour. In addition

to that, they found a lack of collaboration between parents

and children to provide online safety. In [25], Almogbel et al.

examined the relationship between parents’ educational and

economical levels against parental control over their children’s

Internet usage. The study concluded that parents’ demographic

variables appear to have no effect on the level of control for

their children’s browsing behaviour. Unlike previous work in

the Saudi Arabia context, our study is focused on mobile

apps and privacy concerns, which none of the previous work

investigated. Furthermore, while Almogbel et al. provided

a high-level examination for the relationship between par-
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TABLE I: Hasebrink et al.’s classification of online risks from two dimensions: the child’s role and the provider’s motive [18].

Child’s Role
Provider’s Role

Commercial Aggressive Sexual Values

Content: child as recipient Advertising,
exploitation of
personal information

Violent web content Problematic sexual
web content

Biased information,
racism, blasphemy,
health “advice”

Contact: child as participant More sophisticated
exploitation, children
being tracked by
advertising

Being harassed,
stalked, bullied

Being groomed,
arranging for offline
contacts

Being supplied with
misinformation

Conduct: child as actor Illegal downloads,
sending offensive
messages to peers

Cyberbullying
someone else, happy
slapping

Publishing porn Providing
misinformation

ents’ socioeconomic status and their children’s Internet usage

in [25], our study provides a new perspective. We provide an

in-depth examination of a different and wider set of parameters

(14 properties about parents’ practices and concerns against

3 socioeconomic aspects) in a larger population, to identify

whether there are significant differences between high vs. low

Saudi socioeconomic classes in terms of privacy practices and

concerns.

C. Means to Provide Children’s Online Safety

Hartikainen et al. [26] classified the means for ensuring

children’s online safety as follows:

1) Industry mediation: such as age restriction, reporting

mechanisms, and automatic filtering techniques.

2) Policies and educational efforts: such as digital literacy

programs, teaching online safety in schools, and creating

guidebooks for children and parents.

3) Social mediation: such as conversations with children

about Internet usage, limiting, or monitoring it.

4) Technical mediation: such as installing malware detection

tools, or parental control software.

5) Developmental process: such as viewing children’s online

safety as a developmental process of youth growth.

However, most of the aforementioned mediation means have

limitations. For example, industry mediation such as reporting

tools have their technical issues including reliance on users

or administrators, e.g. to report abuse. In addition, automated

screening tools often suffer from false-positive alerts. Policies,

educational, and social mediation such as conversations are

not trivial. For example, children can be more competent

in emerging technologies than their parents and teachers.

Therefore, parents and teachers may be unfamiliar and struggle

with emerging technologies. Technical mediation has techni-

cal limitations that affect its efficiency. For example, some

parental control software can be circumvented by children.

In addition, some might highlight ethical concerns regarding

children’s privacy when parents use parental control software

to monitor them.

Designing the right tools for children’s online safety is non-

trivial. Finding the right balance between technical efficiency,

transparency, and children’s privacy is challenging. Ghosh et

al. analysed reviews of parental control apps posted by chil-

dren [27]. They found that children’s reviews are significantly

lower than parents’ reviews (76% of the children’s reviews are

one star) [27]. Clearly, children are not viewing these tools

positively. However, there might be profound reasons behind

this phenomena that needs further research.

III. METHODOLOGY

In this section, we describe our methodology. We start by

describing our targeted sample, followed by how we designed

and deployed our survey.

A. Targeted Sample

Our targeted sample was those who identified themselves as:

1) living in Saudi Arabia (either as citizens or residents5), and

2) have one or more children whose ages are between 6 to 12

years who use smart device apps on a regular basis. We stated

the aforementioned two conditions in the survey invitation

letter. However, to ensure correctness, we included several

questions in the survey that enabled us to filter out unwanted

responses (i.e. those that did not meet the aforementioned

conditions). For example, the survey included a question about

whether the respondent is living in Saudi Arabia or elsewhere.

This question enabled us to filter out responses coming from

outside Saudi Arabia. Furthermore, to check the respondent

child’s age, we included a multiple-choice question about the

child’s age with choices ranging from 6 to 12 years. Therefore,

a respondent who does not have a child within the specified

age range would not find the correct answer, and ideally should

not participate in the survey.

B. Survey Design

Our survey consisted of 51 questions divided into the fol-

lowing sections: 1) introduction, 2) demographics and device

usage, 3) parents’ privacy controls and concerns, and finally

4) reflection. The majority of questions were multiple choice

questions, while several questions required short textual inputs.

We used the “logic” feature in designing our survey. That

is, some questions appeared only if certain conditions in

the previous question(s) were met. For example, a question

appeared only if the previous question was answered with

“yes”. Therefore, the actual number of questions that each

participant received varied based on their answers. Our survey

5By residents, we refer to non-Saudis living in Saudi Arabia. However, as
we stated in the results (section IV-A), this report only includes responses
from Saudi citizens who live in Saudi Arabia, because we wanted to focus
on Saudi parents’ practices and concerns.
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was delivered in the Arabic language, the native language of

Saudi Arabia. We chose to use Arabic because we wanted

to reach a wide range of demographics in the Saudi society,

including non-English speakers. Our survey was based on

Zhao et al’s survey in [5]6. We modified Zhao et al’s survey [5]

in terms of both breadth (more questions added) and depth

(several questions and answers adjusted and improved). For

example, we added questions to ask about the family income

because we wanted to analyse socioeconomic aspects. We also

modified some questions such as those asking parents to rate

frequency, where we changed the subjective frequency scale

used in [5] (e.g. “very often”, “sometimes”, “occasionally”,

...) to an objective scale (e.g. “at least once a day”, “at

least once a week”, “at least once a month”, ...) because we

wanted to have quantified objective answers. However, many

questions in Zhao et al.’s [5] survey remained common with

our survey, which allowed us to compare several aspects of

both studies. We translated Zhao et al’s survey [5] questions

mainly using the Google Translate7, followed by manual

editing as needed. The translation was straightforward as

the authors are both native Arabic speakers and proficient

in English. Moreover, the translated survey was tested on

multiple participants who are native Arabic speakers, during

the pilot deployment stage (see section III-D1 for details about

the pilot survey). We designed the survey in an electronic

format using the “alchemer”8, an online survey platform that

enables an advanced level of customisation, and supports

Arabic. It also provides several advanced features including

reports and customised queries of the results. We used a

professional license that provides advanced survey features

such as the “logic” feature which we used in the survey

questions.

The survey started with a login page (not counted as a

survey section), which asked participants to enter the survey

password which was enclosed within the survey invitation. The

password meant to protect our survey since it was publicly

available online. The first section of the survey is “Introduc-

tion”, which contains all the information that the participants

need to know before starting the survey such as the purpose

of the study and the “informed consent”. The second section

is “Demographics and Device Usage”, which asks about the

parent(s) and their child’s demographic data, in addition to

the child’s device usage. The third section is “Parents Privacy

Controls and Concerns”, which is the core of the survey. It

consists of four subsections: 1) “Installing Apps for Your

Child”, 2) “General Practice”, 3) “Privacy Concerns”, and

4) “Parental Controls”. Finally, the fourth section of the survey

is “Reflection”, which contains one optional open question, to

enable the participants to reflect on what they have learned

from the survey, or to provide further comments, if any.

Participation in the survey was voluntary. We did not offer

reimbursement of any kind to respondents to avoid multiple

responses, or inaccurate responses, from irresponsible individ-

uals who might participate only for the sake of reimbursement,

6We received it by email communication with Jun Zhao, the first author
of [5].

7https://translate.google.com
8https://alchemer.com, formerly known as https://surveygizmo.com

without fulfilling the survey conditions. The full survey we

distributed is available upon request from the corresponding

author.

C. Ethical Considerations

We followed the common ethical guidelines required for

studies that involve human subjects. We obtained a formal

ethical approval for our study from our institution’s (King

Abdulaziz University (KAU)) research ethics committee. Par-

ticipants were provided with an introduction page. In it, we

informed them about the research title and goals, how their

data will be collected, processed, stored, secured, and for how

long, in addition to all the information they needed to know

before taking part in the survey. Participants were asked to

click the “Next” button (we used an online survey) if they

agree (consent) to take part. They were also informed that they

can quit the survey at any point without any consequences, by

closing the browser. Furthermore, we did not collect personally

identifiable data (e.g. name, national ID, and work place).

Participants were informed that the results of this study will be

published in an anonymous format. Finally, participants were

provided with our contact details, if they had any concerns.

D. Survey Deployment

We deployed the survey in two phases: a pilot survey,

followed by the actual survey. In what follows, we describe

each phase.

1) Pilot Survey: Before we deployed the survey, we invited

three participants from our personal network who were willing

to participate and provide us with feedback through a short

discussion after they finish the survey. In terms of their

demographics, they come from diverse socioeconomic and

educational levels. All of them are females. Two of those

participants satisfied the survey conditions: Saudis and have

one or more children who are between 6 to 12 years old who

use smart device apps on a regular basis. The third participant

is Saudi but did not have children. Therefore, we asked her to

answer the child-related questions based on an imaginary child

that she built in her mind. Since the pilot survey responses

would not be included in the results, the correctness of the

participants’ answers was not important. Our goal from the

pilot survey was to gather overall feedback, test the online sur-

vey deployment from different device types and manufacturers

(we ensured that our pilot participants use different types of

devices), and measure the time needed to complete the survey.

We asked the participants to write down their comments, if

they had any. After they finished the survey, we had a short

conversation with each participant. We identified several issues

reported by them. We modified the survey based on the pilot

respondents’ comments, if the comment made sense to us

too. For example, we received several comments regarding

the survey’s length (that it was long). Hence, to reduce the

survey’s length, we removed several questions at the end of

the survey that were unnecessary to our study. For example,

we removed a question that asks whether the participant is

willing to take part in an interview in the future, as we were

not certain whether we would need to conduct interviews

https://alchemer.com
https://surveygizmo.com
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in the future. Moreover, this question is unhelpful without

taking the participant’s contact details, which might reveal

the participant’s identity, while we wanted to keep our survey

anonymous. We also removed a question that asks whether

the participant would go through some privacy settings with

his/her child after the study. Although this question might

add further insights to our analysis, it was unnecessary, and

we gave higher priority to reduce the survey length. We also

received a comment regarding using the term “partner”, which

may be incompatible with our conservative society. Hence, we

replaced it with the term “spouse”. We also fixed several typos.

We then communicated the changes to the respondents and

considered any further comments. We repeated this process

until the participants had no further valid comments on the

survey. This process took multiple rounds to be completed.

2) Actual Survey: Once we reached a satisfactory version

of the survey after the pilot survey phase, we distributed the

survey through an invitation letter which contained a link

(URL)9 to our online survey. We sent the invitation either

individually or through groups (mainly WhatsApp10 groups),

to our personal and professional networks. We targeted groups

and individuals from both genders males and females, from

different socioeconomic and educational backgrounds, to reach

a diverse sample of participants. The survey was distributed

mainly using WhatsApp, email, and LinkedIn11. For the

WhatsApp groups, they were diverse: family, personal, and

professional networking groups. Combined together, they con-

tained members from diverse demographics. We posted the

LinkedIn invitation through the first author’s LinkedIn account,

where the invitation was visible to her professional network

connections only. In addition, we distributed the survey to

our university’s (KAU) staff members (both administrative

and academic staff who have diverse socioeconomic and

educational backgrounds) through a mailing list through the

university’s (KAU) Deanship of Postgraduate Studies. Our

university (KAU) is a large state university in the western

region of Saudi Arabia. It has over 4000 academics, and 4000

administrative staff members [28], [29]. In the invitations to

our personal and professional networks, we added a statement

to encourage the recipients to circulate them among their

groups, especially groups that have members from diverse

social and educational backgrounds, and to parents’ groups

of their children’s schools. Parents’ WhatsApp groups are

common among parents in our society. We avoided sharing

the survey link over “public” social media accounts which may

contain random followers whom we neither know directly nor

have a common connection with. This is to avoid incorrect

or duplicate responses from irresponsible users of such public

social networks, or possibly from automated software bots.

Having said that, our invitation was not limited to the authors’

networks only, which are already diverse and large enough.

As stated earlier, we encouraged the recipients to circulate the

invitation among their groups and networks, including parents’

groups of their children’s schools. The survey was open to

9Using the secure HTTPS protocol.
10WhatsApp (https://www.whatsapp.com), a messaging app.
11LinkedIn (https://linkedin.com) is a professional networking online plat-

form.

participants for 10 days, from November 16 to November 25,

2020.

E. Data Analysis

This section is meant to provide a brief overview of the data

analysis method we used. More details are embedded in the

rest of the paper as needed. After we closed the survey, we

gathered the data for analysis. We employed both descriptive

analysis and exploratory analysis to summarise results, explore

data, and find new relationships [30]. For the comparisons with

the two previous reports [5], [6], we conducted high-level com-

parisons (a form of discussion) between our results and [5],

[6] results in some common questions and aspects, to identify

patterns or relationships, if any. The previous two studies [5],

[6] were conducted independently of ours. Hence, there are

variations between the three studies in terms of demographics

and participants’ recruitment. In [5], [6], the children’s age

ranged from 6 to 10, while in our study they ranged from

6 to 12. However, the children samples of the three studies

can be grouped into primary school and pre-teen children age,

hence the findings are comparable from this aspect. In terms of

participants’ recruitment, both [5], [6], and our study are based

on online surveys. However, each study distributed the survey

link using a different method. In [5], they used Prolific12, a

crowd sourced online survey platform, [6] recruited partic-

ipants through local primary schools in the Shanghai area,

while we recruited participants by circulating the invitation

through several channels such as WhatsApp groups and a

large university mailing list, which contained members from

both genders, and diverse socioeconomic and educational

backgrounds (see section III-D2 for further details on the

deployment). It should be noted that our comparisons with [5],

[6] are not meant to be direct comparisons. They meant to be a

form of discussions to identify patterns and new relationships,

if any. Therefore, we accepted the variations in demographics

and recruitment methods between the studies, given that they

were conducted independently of ours, and that our study is

non-interventional. That is we are not measuring an effect

of a specific intervention. Rather, we compare and discuss

patterns of practices and concerns. Finally, in section V, to

identify whether there is a digital divide between high versus

low Saudi socioeconomic classes, we used the Chi-square test

of independence or the Fisher-Irwin test (the latter used only

if the expected frequency is less than 5) [31].

IV. RESULTS

A. Responses

We received 136 completed responses. In this paper, we

excluded a total of 17 responses for the following reasons:

first, we excluded 3 responses for respondents who reported

that they are living outside Saudi Arabia, since our study is

for those who live in Saudi Arabia. Second, we also excluded

2 responses from participants who described their relationship

with the child as an “aunt” and as a “grandmother” as we

decided to count responses from those who have a formal

12https://www.prolific.co

https://www.whatsapp.com
https://linkedin.com
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guardianship with the child (either a “parent” or a “guardian”),

to avoid inaccurate responses. Third, while we were initially

interested in understanding both Saudi citizens and residents

(non-Saudis living in Saudi Arabia), in this report, we decided

to focus only on Saudi citizens. As a result, we excluded 12

responses from those who identified themselves as non-Saudis.

We end up with 119 completed responses from respondents

who identified themselves as: 1) Saudi citizens, 2) living in

Saudi Arabia, and 3) parents or guardians of at least one child

whose age is between 6 to 12 years who use smart device

apps in a regular basis. In what follows, we report the survey

results in detail.

B. Demographics and Device Usage

1) Parents’ Demographics: In terms of geographic regions,

as listed in Table II, our respondents are mainly from the

western region of Saudi Arabia (73.95%), followed by the

central region (16.81%), while the remaining minorities are

from the Eastern, Northern, and Southern regions of Saudi

Arabia. The regional bias is very likely due to the fact that

the first author (principal investigator) lives in the western

region of Saudi Arabia (Jeddah city). However, the Western

region (a.k.a. Makkah Region) is a very large and diverse

region, containing several cities with a population of 9,033,491
in mid 2019 [4]. In terms of parents’ gender, most of the

respondents are females (86.55%), despite the fact that we

distributed the survey to groups that contain both males and

females. It is worth noting that a similar gender bias towards

female respondents has been observed in two similar studies,

one in the UK [5], and the other in China [6].

In terms of age, most of our respondents are middle-aged,

where 55.46% range from 35 to 44 years old, and 23.53% are

from 25 to 34 years old. The average number of children (who

are not older than 18 years old) in the respondents’ families

is 2.73 children. The participants’ relationship with the child

selected for the survey is mostly a parental relationship as

98.32% reported, while the remaining had a guardianship rela-

tionship. For brevity, in this paper, we use the term “parent(s)”

to refer to both types of respondents: parents and guardians.

See Table II for further details about parents’ demographics,

and Table IV for details about children’s demographics.

2) Parents’ Economical Status: Our respondents come

from various economical statuses. We classified participants’

household monthly income into several classes. Our income

classification is mainly based on the “sufficiency line” (i.e. the

bare minimum line), a term coined by Aldamegh in [32], who

conducted a study that sets the minimum required monthly

income for a 5 person family to have a decent standard

of living in Saudi Arabia, which is meant to describe a

slightly better line than the commonly used “poverty line”. The

sufficiency line income varies between 6037.57 and 12,673
Saudi Arabian Riyal (SAR), according to Aldamegh in [32]

(depending on the region of Saudi Arabia). However, on

average (i.e. for all regions), the sufficiency line income in

Saudi Arabia is 8926.10 SAR, according to Aldamegh in [32].

Since Aldamegh’s study is based on data from 2013, we

considered the inflation rate in Saudi Arabia from 2013 to

TABLE II: Parents’ general demographics.

N = 119

Region Participants

Western 88 (73.95%)
Eastern 6 (5.04%)
Central 20 (16.81%)
Northern 3 (2.52%)
Southern 2 (1.68%)

Age

18 to 24 0 (0%)
25 to 34 28 (23.53%)
35 to 44 66 (55.46%)
45 to 54 22 (18.49%)
55 to 64 3 (2.52%)
65 or above 0 (0%)

Gender

Female 103 (86.55%)
Male 16 (13.45%)

Number of Children not older than 18 years old

1 8 (6.72%)
2 49 (41.18%)
3 37 (31.09%)
4 20 (16.81%)
5 3 (2.52%)
6 1 (0.84%)
7 1 (0.84%)
8 0 (0%)
9 0 (0%)
10 0 (0%)
11 or more 0 (0%)

Monthly family income in SAR

Less than 6000 8 (6.72%)
From 6000 to 13,000 22 (18.49%)
More than 13,000 to 20,000 24 (20.17%)
More than 20,000 to 27,000 19 (15.97%)
More than 27,000 to 34,000 12 (10.08%)
More than 34,000 to 41,000 7 (5.88%)
More than 41,000 to 48,000 7 (5.88%)
More than 48,000 12 (10.08%)
Prefer not to answer 8 (6.72%)

2020 according to data from [33] which we cross-checked with

data from [34]. Accordingly, we updated the sufficiency line

monthly income range to be between 6342.65 and 13,313.38
SAR, and the average sufficiency line monthly income to

become 9377.14 SAR.

From the sufficiency line, we defined the monthly household

income. We calculated further economical levels using the

same approximate interval that appears in the sufficiency line

range (∼7000 SAR). Our monthly household classifications

are as follows:

1) We denote the monthly household income that is less than

6000 SAR as “low income”.

2) We denote the monthly household income that ranges

from 6000 to 13,000 SAR as “sufficiency line income”.

3) We denote the monthly household income that ranges

from more than 13,000 to 20,000 SAR as “low-middle

income”.

4) We denote the monthly household income that ranges

from more than 20,000 to 27,000 SAR as “middle in-

come”.

5) We denote the monthly household income that ranges

from more than 27,000 to 34,000 SAR as “high-middle

income”.

6) We denote the monthly household income that ranges
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from more than 34,000 and upwards as “above-middle

income”.

From there, there can be several unspecified further levels

of the “above-middle income”. In addition to the sufficiency

line base that we used from Aldamegh [32] to build our clas-

sification, we also checked the 2018’s GAS average household

income for Saudi citizens [35]. Overall, in Saudi Arabia, the

average household income for Saudis is 13,603 SAR, and in

the Western region (where most of our respondents are from)

is 14,648, and in the capital city Riyadh is 16,011 [35]. Based

on the aforementioned data, our definitions of low income,

low-middle, middle, high-middle, and above-middle income

classes are sound.

The last block of Table II shows the economic status levels

that we defined along with the responses we received, which

are sufficiently diverse. Those in the middle income class (in-

cluding “low-middle”, “middle”, “high-middle”) ranges rep-

resent a total of 46.22% of the respondents, while 18.49%

are in the sufficiency line, 6.72% are in the “low income”,

21.85% are in the “above-middle income”, and 6.72% of the

respondents preferred not to answer this question.

3) Parents’ Employment Status: As demonstrated

in Table III, our participants have various employment

statuses. The majority of the respondents (64.71%), and their

spouses (74.79%), are full-time paid employees. We have a

high percentage of respondents (18.49%) who identified

themselves as “full-time housewife/househusband”13.

However, all of them are females. This is not so surprising

since financial independence for women in Saudi Arabia

is non-obligatory. That is, men are obliged (by the Islamic

“Shariaa” law) to finance women in their families who are

under their guardianship (responsibility), e.g. a husband

is obliged to finance his wife and unmarried daughters.

Nevertheless, the majority of women choose to work for

various reasons including financial reasons such as having

their financial independence and to support their families

financially.

4) Parents’ Educational, and Technical Backgrounds: Our

respondents come from various educational and technical

backgrounds. In terms of educational background, the majority

have a university degree, where 40.34% have Bachelor’s,

26.05% have Master’s, and 23.53% have Doctorate degrees.

Despite our efforts to distribute our survey to parents with

various educational backgrounds, our respondents are biased

towards highly educated parents. A national survey conducted

in 2017 by GAS [36] showed that, of the adult population

whose ages were 25 years or more14, 0.35% have Doc-

torate, 1.12% have Master’s, and 25.03% have Bachelor’s

degrees. In terms of technical background, we defined this

as having a degree or working in Computer Science (CS),

Information Technology (IT), Information Systems (IS), or

Computer Engineering (CE) fields. We communicated this

13One participant chose “Other” in the employment status question and
specified her choice as “housewife”. Therefore, the actual number of full-
time housewives is 23 (19.33%).

14We extracted the national education figures for adult population aged 25
years or more to make the national education survey figures comparable to
our survey figures since all our respondents are aged 25 years or more.

TABLE III: Parents and their spouses’ educational, employ-

ment, and technical backgrounds. Columns with “-” value

mean we do not have figures for them since participants were

not offered “Don’t know”, “N.A.” answers for questions about

themselves, but were offered them for questions about their

spouses.

N = 119

Highest degree Participants Spouses

Doctorate 28 (23.53%) 13 (10.92%)
Master’s 31 (26.05%) 22 (18.49%)
Bachelor’s 48 (40.34%) 55 (46.22%)
Diploma 1 (0.84%) 6 (5.04%)
High School 8 (6.72%) 15 (12.61%)
Intermediate school 2 (1.68%) 2 (1.68%)
Primary school 1 (0.84%) 1 (0.84%)
Don’t know - - 0 (0%)
N.A. - - 5 (4.20%)
Other 0 (0%) 0 (0%)

Employment status

Full-time paid employee 77 (64.71%) 89 (74.79)%
Full-time housewife/househusband 22 (18.49%) 10 (8.40)%
Part-time paid employee 1 (0.84%) 2 (1.68%)
Self-employed or business owner 4 (3.36%) 7 (5.88%)
Unemployed, looking for work 6 (5.04%) 2 (1.68%)
Unemployed, not looking for work 3 (2.52%) 0 (0%)
Unable to work 0 (0%) 0 (0%)
Student 4 (3.36%) 1 (0.84%)
Retired 1 (0.84%) 6 (5.04%)
Don’t know - - 0 (0%)
N.A. - - 2 (1.68%)
Other 1 (0.84%) 0 (0%)

Technical background

Yes 35 (29.41%) 21 (17.65%)
No 84 (70.59%) 88 (73.95%)
Don’t know - - 0 (0%)
N.A. - - 10 (8.40%)

definition to our participants within the concerned question

in the survey. Table III shows the parents and their spouses

who have a technical background. There are 16 (13.45%)

of the responses where both parents have technical back-

ground. Table III shows the parents’ employment, educational,

and technical backgrounds in more detail.

5) Children’s Demographics: The average age of the child

selected for the survey is 9.14 years old. The children’s gender

is almost equally distributed, where 50.42% are females, and

49.58% are males. This is nearly equivalent to the gender

distribution of the Saudi populations’ census for children

between 5 to 14 years old (49.09% females, and 50.91%

males), according to the 2019 GAS year book [4]. In terms

of the child’s school type, 66.39% are in private schools

(either International or non-International), and 33.61% are in

government (state) schools15. Since private schools are with

fees, and state schools are free, the school type can indicate

the family’s economic status to some extent16. Table IV shows

the children’s demographics in more detail.

15One participant chose the school type as “Other” and specified it as
a “talented school”, which is a type of government schools for talented
students. Therefore, we added this participant’s answer to the percentage
of the government schools in our summary (but we left the figures intact
in Table IV).

16Some exceptions can occur with scholarships. However, scholarships are
very uncommon at the schools level in Saudi Arabia.
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TABLE IV: Children’s demographics.

N = 119

Age Participants

6 17 (14.29%)
7 19 (15.97%)
8 11 (9.24%)
9 16 (13.45%)
10 18 (15.13%)
11 15 (12.61%)
12 23 (19.33%)

Gender

Female 60 (50.42%)
Male 59 (49.58%)

Parental Relationship

Parent 117 (98.32%)
Guardian 2 (1.68%)

Child’s school type

Private (International) 42 (35.29%)
Private (non-International) 37 (31.09%)
Government 39 (32.77%)
Other 1 (0.84%)

Internet access (screen time)

No access at all 3 (2.52%)
Less than 2 hours 16 (13.45%)
Between 2 to 4 hours 41 (34.45%)
More than 4 hours 59 (49.58%)

Device ownership

Has his/her separate device 82 (68.91%)
Shares one device with his/her sibling(s) 14 (11.76%)
Shares one device with one of his/her parents 22 (18.49%)
Other 1 (0.84%)

6) Children’s Smart Device Usage: With respect to chil-

dren’s used devices, Figure 1 shows the children’s most com-

monly used devices. Note that a child might have access

to more than one device and we allowed parents to select

all that apply. iPads are the most widely used devices by

children (53.78%), followed by smartphones (34.45%), a par-

ent’s smartphone (31.93%), and Android tablet (14.29%). The

“Other” category is selected by 13.45% of the participants who

listed devices such as Desktop, Laptop, Macbook, Nintendo,

Smart TV, and Play Station.

The majority of children have their own devices (68.91%),

while the rest share the device with their siblings (11.76%), or

one of their parents (18.49%), and one (0.84%) chose “Other”

and specified that the child is sharing the device with both

parents and siblings. While sharing a parent device with his/her

child might give the parent perceived control over the child’s

usage of the device, it should be shared with caution. Parents’

smart devices may contain apps with inappropriate content for

the child’s age, or apps that contain confidential information

such as confidential emails in the parents’ work email app.

In terms of the time children spend on the Internet (a.k.a.

“screen time”), we classified the daily time children spend

on the Internet into 3 categories: “very high” (more than 4

hours per day), “high” (between 2 to 4 hours per day), “low”

(less than 2 hours per day), in addition to “no access at all”.

There are various hourly thresholds used to report screen time.

However, we based our classification on a scale from [37],

[38]. The American Academy of Child and Adolescent Psy-

chiatry (ACAP) recommends limiting screen time for children

whose ages range between 2 to 5 years to around 1 hour per

weekday, and up to 3 hours during weekend days. Moreover,

Fig. 1: Devices owned by children.

ACAP recommends limiting (without specifying the limit)

screen time for children starting from 6 years [39]. Limiting

screen time for children is a controversial issue: some studies

recommend no more than 2 hours per day and link high screen

time to negative effects such as obesity [40], while others argue

that there is little evidence that supports implementing screen

time limits for children [41].

In our study, parents’ responses show that, nearly half of the

children (49.58%) spend “very high” screen time on tablets

and smartphones, 34.45% spend “high” screen time, 13.45%

spend “low” screen time, while 2.52% do not spend time on

the Internet at all. Table IV demonstrates the results.

C. Apps’ Privacy Practices

1) The Most Commonly Installed Apps: We asked par-

ents to write down the two most used apps by their chil-

dren. Figure 2 shows the top 10 most used apps by children. To

summarise the results, we rewrote the apps’ names to unify

the language (to English)17, spelling, letter case (all names

are converted to small letters), and removed extra spaces.

We corrected some obvious misspellings such as “Zome”

which obviously refers to “Zoom”, “TikTalk” which obviously

refers to “TikTok”. We removed some of the reported non-

obvious apps which we could not find either in the Apple’s

App store or the Google Play store. It should be noted that

some respondents listed app categories rather than app names

such as “Games” and “Schools”. In these cases, we listed the

category as reported by parents. Furthermore, we assumed that

parents are aware that “YouTube” and “YouTube Kids” are

two different apps (some parents reported “YouTube Kids”).

We then manually checked the additional information of these

apps such as the recommended minimum age, whether they

require “parental guidance”, or contain violence, or request

access to sensitive data18, from the apps’ “Content rating” and

“Permission” in the apps’ “Additional Information” section in

the Google Play Store [42]. We used the Google Play store

as a reference point to check the apps’ additional information,

17If the app name is reported in Arabic letters.
18We define sensitive personal data as either contact details, location,

“Device ID & call information”, microphone, or camera data.
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regardless of the actual device brand that the child might have

(e.g. iPad or Android tablet).

We find that the top 10 most used apps by Saudi children are

mainly Western apps, except TikTok which is Chinese. Having

said that, there are 9 parents who reported local apps among

the most used apps by their children. However, none of them

are in our top 10 most used apps list. We checked the reported

local apps in the Google Play store in December 2021. All

of them fall in the education category, with one exception

of an app in the entertainment category. In the education

category, parents listed apps such as “ú


�æ�PYÓ” pronounced

“Madrasati”, a learning platform for school students and

parents, which is owned by the Saudi Ministry of Education,

“�P@X” pronounced “Daress”, a platform that enables students

to find private tutors, and “ú


æ�PYÖÏ @ 	j�ÖÏ@” pronounced

“Almus’haf Almadrasi”, an app that aims to help school

students in studying and reciting Quran (the Islamic sacred

book). In the entertainment category, the parent listed “
	

¬XAë”

pronounced “Hadif”, a local children’s TV streaming app. The

reasons for the limited use of local apps by children, and the

effect of Western apps domination, are worth investigating in

future work.

Comparing Saudi children’s most used apps with their West-

ern and Chinese counterparts in [5], [6], respectively, Saudi

and Western children have a similar trend, where “YouTube”,

“Minecraft”, and “Roblox” (the last two are Games) are the

top 3 most used apps by Western children. On the other hand,

Chinese children show a different trend, where social network-

ing apps “WeChat” and “TikTok” are the top 2 most used

apps, and the third is an educational app called “NamiBox”.

Unlike Saudi children, the reported top 10 most used apps by

Chinese children are local: “WeChat”, “TikTok”, “NamiBox”,

“Iqiyi Video”, “QQ”, “KnowBox”, “Baidu”, “Tecent Video”,

“PUBG Mobile”, and “Youku Video” [6]. It is worth noting

that China has one of the most comprehensive Internet filtering

(censorship) systems (a.k.a. the Great Firewall of China [43]),

which seems reflected on the Chinese children’s most used

apps ecosystem, which is dominated by local apps. Saudi

Arabia is one of the countries that apply Internet filtering

too [44], but for specific content categories such as porn,

gambling, and others [45]. All of the top 10 most used apps by

Saudi children are Western apps, and three of them (YouTube,

Roblox, Netflix) are also listed in the most used apps by

Western children as reported in [5].

2) Apps’ Age Appropriateness and Permissions: To identify

apps’ age appropriateness to children aged between 6 to

12 years, we manually checked the reported top 10 most

used apps against the “Content rating” section of the apps’

“Additional Information” section in the Google Play store [42],

using a desktop web browser. Again, we used the Google

Play store as a reference point to check the apps’ additional

information, regardless of the actual device brand that the child

might have (e.g. iPad or Android tablet). We last checked those

apps on November 2021. We find 5 out of the top 10 most used

apps in children’s devices require “parental guidance”, while 2

others contain “mild violence”, and one contains “fear”. The

first most installed app is “YouTube”, which is reported by

Fig. 2: The top 10 most used apps by children. Note that

“games” is a category, not an app name, but we list it as

reported by respondents.

57.98% of the parents. YouTube, and another four of the most

used apps are appropriate only for 12+ years old children. Our

results have only 23 (19.33%) children who are 12 years old.

Out of those, only 6 children who are 12 years old (5.04%)

reported YouTube as one of the most two used apps. This

means that the rest of the reported YouTube users (52.94%)

are under 12 years old. Clearly, a large percentage of children

are using YouTube inappropriately for their age. The second

most installed app in children’s devices is “Games”, which

is reported by 26.05% of the parents. The term “Games” is

an app category and not a particular app. However, there are

many games that may be inappropriate for children between 6

to 12 years old (our study sample), e.g. contain inappropriate

content, or violence. The third most used app by children

is a game called “Roblox”. While Roblox is listed in the

Google Play store as suitable for children aged 7+ years

old, the store states that it contains “mild violence” and

“fear”. Moreover, according to the Google Play store content

ratings [46], the content ratings are “the responsibility of the

app developers and the International Age Rating Coalition

(IARC)19”. However, some apps’ content ratings do not sound

proportional to the apps’ nature. For example, at the time of

writing, Microsoft’s “MS Teams”, an app that allows users to

have video and text conversations, is listed as suitable for 3+

years old in the Google Play store, without a note for the need

for parental guidance (see Figure 3).

Second, to check the apps’ permissions, we manually

checked the top 10 most used apps by children against the

“Permission” section of each app’s details in the Google Play

store [42]. We last checked them on November 2021. We de-

fined sensitive personal data as either contact details, location,

“device ID & call information”, microphone, or camera data.

We then listed the apps that require permission to one or more

of these data in Table V. We find that 8 out of the top 10 most

used apps by children request permission to sensitive data.

Apps that require access to such sensitive data need attention

from parents so they give apps informed consent to have

access to such data. This is especially important for parents

19https://www.globalratings.com
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TABLE V: The top 10 most used apps by children, and their content rating according to thr Google Play store [42] except in

the App named “Games” we cannot specify content rating as “Games” is a category, not an app name, and we list names as

reported.

App name Content Rating
Request permissions
to sensitive data

Permissions

Contact Loc.
Device ID &
Call Information

Microphone Camera

YouTube
Rated for 12+

Yes ✓ ✓ ✓ ✓ ✓
Parental Guidance

Games Depends on the game N.A. N.A. N.A. N.A. N.A. N.A.

Roblox
Rated for 7+

Yes ✗ ✗ ✗ ✓ ✓Mild Violence

Fear

SnapChat
Rated for 12+

Yes ✓ ✓ ✓ ✓ ✓
Parental Guidance

TikTok
Rated for 12+

Yes ✓ ✗ ✗ ✓ ✓
Parental Guidance

MS Teams Rated for 3+ Yes ✓ ✓ ✗ ✓ ✓

Among Us
Rated for 7+

No ✗ ✗ ✗ ✗ ✗
Mild Violence

Netflix
Rated for 12+

Yes ✓ ✗ ✓ ✓ ✗
Parental Guidance

Instagram Rated for 12+
Yes ✓ ✓ ✓ ✓ ✓

Parental Guidance

Classera Rated for 3+ Yes ✗ ✗ ✗ ✓ ✓

Fig. 3: Microsoft’s “MS Teams” app appears as suitable for

3+ years old in the Google Play of an android smart phone.

living in countries that do not have explicit privacy laws and

regulations that govern what, how, by whom, with whom, and

for how long children’s data can be collected, shared, and

stored by apps available for children. Until September 2021,

Saudi Arabia did not have personal data protection laws or

regulations. However, during the peer review process of this

paper, the Saudi government has issued the Personal Data

Protection Law (PDPL) [47], [48], [49]. According to the

published official documents [47], organisations were given

one year (with further extensions of time to some organisa-

tions, if deemed necessary) to adjust their systems to comply

with the new law [47]. However, recently on March 19, 2022,

the Saudi Data & Artificial Intelligence Authority (SDAIA)

(who is currently in charge of implementing PDPL) issued a

press release on their official account on Twitter20 [50] stating

that the draft of implementing the PDPL is currently under

public consultation [50]. Subsequently on March 22, 2022,

SDAIA issued a press release on their Twitter account and

20http://twitter.com

on the Saudi Press Agency (SPA) announcing their decision

to postpone the full enforcement of the law until March

17, 2023, in order to address the comments received from

stakeholders [51], [52]. Therefore, at the time of writing this

paper (March 24, 2022) since the PDPL has not been fully

enforced yet, the announcement of the PDPL does not seem

to have affected the results of this paper. However, when the

PDPL is fully enforced in Saudi Arabia, we anticipate that

Saudi parents’ level of privacy awareness and concerns about

their children’s smart device apps will increase. It is worth

noting that in [5], Western parents’ (mostly from the UK,

which already has privacy regulation) showed higher levels

of privacy concerns that the Saudi parents in our study. For

example, as illustrated in Figure 5 regarding the information

parents consider when installing a new app for their children,

65% of Western parents reported that they consider whether

the app accesses any sensitive personal information, compared

to 46.22% Saudi parents. In addition, 52% Western parents

consider whether the app requires permission, compared to

40.32% Saudi parents, and 58% Western parents consider

whether the app collects any information about their children,

compared to 38.66% Saudi parents who do so.

It is worth noting that most app stores such as the Google

Play store communicate the apps’ age appropriateness and

permissions in a concise and easy to understand manner under

the apps’ “Additional Information” section (or similar sections

in other stores), which is outside the usually long and compli-

cated terms and conditions page. The additional information

about an app can be viewed easily before installing an app.

For example, Figure 4 shows the permissions an app requests

access to. Having said that, some users may be unaware of the

availability of such information. This is one of the issues that

needs education efforts from security and privacy experts to

ordinary users. Thus, we listed the need for effective education

in the recommendations section (see section VI).
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Fig. 4: The permissions window for an app in the Google Play

store, listing all permissions that the app requests under the

app’s “Additional Information”.

3) Apps Installation: We asked parents how their children

installed their most used apps. We listed multiple choices

and asked parents to select all that apply (i.e. parents could

select more than one choice). 57.14% of the parents said

that apps were installed by the parent(s) after the child asked

for them, 32.77% said that apps were installed by the child

himself/herself, while only 11.76% said that they installed the

apps after some research. Table VI shows the detailed results.

Comparing how Saudi children’s favorite apps are installed

with their Western and Chinese counterparts in [5], [6]21

respectively, we find interesting patterns. First, 32.77% of

Saudi parents reported that their children’s apps were installed

by the children themselves, compared to only 19% of Western

parents, and 28.6% of Chinese parents who said so. At first

glance, this might reflect a higher level of autonomy by both

Saudi and Chinese children than their Western counterparts.

However, such autonomy in apps installation at this age can

also be due to parents’ low technical background, or due

to low level of privacy awareness by Saudi and Chinese

parents. That is, when parents are not aware of the privacy

risks associated with smart devices’ apps, they may give their

children more autonomy to install apps. The results suggest

that Western parents are more concerned about privacy issues

than Saudi and Chinese parents, which makes most Western

parents install their children apps, possibly to ensure the apps’

safety for their children first. Second, Saudi parents appear to

be more influenced by recommendations concerning children’s

apps selection (14.29%), compared to 8% of Western parents

and 7.9% of Chinese parents. Third, Saudi parents are the

least likely to select their children apps after some research

(11.76%), compared to 15% of Western and 20.1% of Chinese

parents.

21It should be noted that our study and the one on Western parents [5]
allowed participants to select all that apply, while the study on Chinese
parents [6] appears to allow a single choice as the sum of all answers is
exactly 100%.

4) Apps Installation Concerns: With respect to parents’

concerns when installing their children’s apps, we asked

parents about the information they consider when installing a

new app for their children. We allowed parents to select all that

apply. As illustrated in Figure 5, the app’s content is the high-

est concern among Saudi parents, and is selected by 80.67%,

followed by what the app does, which is selected by 64.71%.

Parents’ concern about an app’s access to sensitive personal

information appears as the third most selected concern, where

it is selected by less than half of the parents (46.22%),

followed by whether the app requires permissions (40.34%)

and whether the app collects any information about their

child (38.66%). These figures indicate that parents are more

concerned about what their children receive (app’s content

and function) than what their children provide to the app

(app’s access to sensitive personal information, permissions,

or the information the app collects about the child). Therefore,

awareness for parents and their children about the importance

of both aspects is needed. Finally, our results also show that

the app’s cost comes as the last concern by Saudi parents,

selected by only 19.33% parents. The lack of concern about

apps’ costs by Saudi parents could be related to the lack of

financial skills that is often observed in the Saudi society [53],

[54], [55].

Comparing Saudi parents’ apps installation concerns with

those expressed by Western and Chinese parents in [5], [6], as

illustrated in Figure 5, overall, Western parents show higher

levels of concern than Saudi parents, in every aspect. 70%

Western parents were concerned about the app’s cost compared

to 19.33% Saudi parents. Similarly, 58% Western parents are

concerned about whether the app collects any information

about their child compared to 38.66% Saudi parents, and 65%

Western parents are concerned about whether the app accesses

any sensitive personal information compared to 46.22% Saudi

parents. Roughly speaking, Chinese parents show a similar

trend to Saudi and Western parents22. That is, privacy concerns

(such as sharing and disclosing personal information) are not

the highest concerns, and inappropriate content concern comes

higher than privacy.

Having said that, even though Western parents in [5]

selected more concerns than Saudi parents, both Western

and Saudi parents share the highest two concerns: the app’s

content, and what the app does. This suggests that parents’

concern about the information their children receive more than

the information that their children provide or the information

that the app collects is a global issue.

5) Password Protection: We asked parents if they have a

password to log in to the device or to install apps on their

children’s devices, for example, to require their children to

ask them before they can log in to the device or install apps.

Our results show 84 (70.59%) of parents have a password

on their children’s devices, while the remaining 35 (29.41%)

do not have any. The percentage of parents who do not have

passwords protection in their children’s devices is somewhat

22The comparison of Saudi parents’ installation concerns for their children’s
apps with Chinese parents in [6] is a high-level comparison. This is because
the answer choices provided to the respondents in [6] are not identical to ours.
However, both have similarities that allow us find some high-level patterns.
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TABLE VI: How children’s most used apps are installed on their devices. The last two choices were not included in the

Western and Chinese parents’ studies, hence their columns are “-”.

Installation method
Parents

Saudi Western Chinese

My child asked for them, and then I installed them for him/her 68 (57.14%) 71% 30.7%
I found the app after some research, and installed it for him/her 14 (11.76%) 15% 20.1%
I found the app following some recommendations, and installed it for him/her 17 (14.29%) 8% 7.9%
My child might have installed them by him/herself 39 (32.77%) 19% 28.6%
I do not know 0 (0%) - -
Other 8 (6.72%) - -

Fig. 5: Information considered by the Saudi vs. Western parents when installing apps for their children.

high: around a third of the parents do not use passwords in

their children’s devices neither to log in to the device nor

to install apps. When we asked parents if they have any

other mechanisms in place to protect their children’s privacy

during their interaction with the device only 40 (33.61%)

answered “yes”. Moreover, of the 35 parents who do not

have a password, 28 (80%) reported that they do not have

any other mechanism. For those who do not use a password,

without any alternative access control mechanism, the absence

of login passwords represents a threat to children’s privacy,

especially in case of lost or stolen devices. Login passwords

provide access control and protect children’s privacy especially

in case of lost or stolen devices, while app installation pass-

words provide control over free and paid apps installation.

However, there is a trade-off between privacy and usability.

Using passwords provides privacy benefits to control access

and apps installation, but sometimes, at the cost of usability.

For example, in the app installation passwords that are set

and owned by parents, children may try to figure out the

password, or even worse, change the password, to overcome

their parents’ control. Moreover, sharing passwords might

conflict with parents’ privacy.

Out of those who use passwords, we asked them how they

use passwords in their children’s devices, and we allowed them

to select all that apply. 67.86% of the parents use it to control

who can log in to the device, and 52.38% use it to control

installation of free apps at all times, and 41.67% use it to

control installation of paid apps at all times. See Figure 6 for

the full results. These figures show that the first motivation to

have a password in the child’s device is to control login to

the device, then to control installation of free, then paid apps

at all times. While 67.86% of the parents who use passwords

use it to control access (login) to their children’s devices, this

percentage shows a lack of using passwords to control access

to children’s devices by more than a third (32.14%) of the

parents who use passwords.

Compared to Western parents in [5], there is a consider-

ably high percentage of Western children’s devices without

passwords too (24%). However, Western parents who use

passwords have different priorities than Saudi parents. As

illustrated in Figure 6, the first motivation for Western parents

to have a password is to control the installation of paid apps
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Fig. 6: Reasons for having a password on children’s devices by Saudi vs. Western parents. Note that the option “Control

installation of paid apps sometimes” does not exist in the Western survey, hence the percentage is not present in this option

for the Western parents.

(58%), followed by controlling login to the device (44%), then

controlling the installation of free apps at all times (38%).

This may suggest that Western parents’ main motivation is

influenced by financial reasons (controlling paid apps). On

the other hand, Saudi parents’ main motivation is for access

control and controlling free apps, while control installation of

paid apps comes as the third most selected reason.

6) Refusing to Install, or Uninstalling, an App: When we

asked parents if they have ever refused to install an app for

their children because of privacy concerns about the app,

102 (85.71%) of parents answered “yes”. Moreover, we asked

parents if they have ever uninstalled an app for their children

because of privacy concerns, 98 (82.35%) of parents answered

“yes”. Overall, 109 (91.60%) of Saudi parents have refused to

install, or uninstalled, an app from their children’s devices,

because of privacy concerns about an app.

Comparing Saudi parents’ answers with their Western coun-

terparts in [5], we find that Saudi parents show a different trend

from Western parents, where only 67% of Western parents

said that they had refused to install an app, and only 54%

had uninstalled an app for their children because of privacy

concerns. However, looking at the previously mentioned fig-

ures in apps installation concerns in Table VI, we observe

higher percentages of Saudi children (32.77%) who install

their apps by themselves, compared to only 19% of Western

children who do so. Moreover, we observe lower percentages

of Saudi parents (57.14%) who install apps for their children

after their children ask for them, compared to 71% of Western

parents who do so. This suggests that parents’ involvement in

installing their children’s apps is related to a reduced number

of children’s apps uninstallation incidents.

Wang et al. [6] asked a similar question23 and found that

98% of Chinese parents had refused to install, or uninstalled,

an app for their children. Wang et al. [6] interpreted such dif-

ferences between the Chinese and Western parents’ practices

by the “authoritarian parenting style”, which is often observed

among Chinese parents [6]. Such interpretation can be ap-

plicable, to some extent, to Saudi parents too as an Eastern

society. In [56] Baumrind defined three parenting styles: the

“authoritarian”, the “permissive”, and the “authoritative”. In

the “authoritarian” parenting style, parents exercise control to

enforce a set of standards, which are usually motivated by a

higher authority, and expect the children’s unquestioned adher-

ence to them. Contrary to this, is the “permissive” parenting

style, in which parents avoid exercising control. They represent

themselves as a source for the children that the children can

refer to when they need. They enable the children to regu-

late their own activities. The “authoritative” parenting style

represents a middle ground between the two extremes (the

authoritarian and the permissive parenting styles), in which

parents exercise rational control, discuss the reasoning behind

their decisions, and enable gradual autonomy to the children.

However, according to Dwairy et al. [57] “the parenting styles

among Arabs are not as distinct as in the West”. Thus, Dwairy

23It should be noted that it is not clear from Wang et al.’s report [6] if their
questions about whether parents had refused to install, or uninstalled, an app
for their children included the sentence “because you had any privacy concerns
about the app” or was open to any reason. However, they stated earlier in their
report that “questions in the survey were based on our previous online surveys
with UK parents [5], and related literature”. The UK survey [5] questions
about whether parents had refused to install, or uninstalled, an app for their
children contained the sentence “because you had any privacy concerns about
the app”, which we included in our survey questions too.
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et al. defined several parenting “patterns”, and found that the

“controlling pattern”, which is defined as the combination

of the “authoritarian” and “authoritative” parenting styles, is

prevalent in Saudi Arabia. The “authoritative” parenting style

is known to be prevalent in Western societies [57].

7) Reasons for Refusing to Install, or Uninstalling, an App:

Of those parents who have refused to install, or uninstalled, an

app for their children, we asked them to select the concerns

that led them to do so. We listed several concerns and asked

them to select all that apply. We find that 91 (83.49%) parents

selected “inappropriate content”, while only 49 (44.95%)

selected “the app was asking for access to too many things

such as camera, location, or microphone...”, and 39 (35.78%)

selected “the app was accessing too much personal information

about my child”.

Comparing Saudi parents’ reasons for refusing to install,

or uninstalling, an app for their children with their Western

and Chinese counterparts in [5], [6] respectively, as Figure 7

illustrates, we find that they all show a similar trend. That

is, in all the three societies, the primary concern for refusing

to install, or uninstalling, an app is “inappropriate content”

(information the child receives), while they show less concern

about privacy (information the child provides or that the app

accesses). However, the figures show lower concern about in-

appropriate content by Western parents, where only 57% have

concerns about it, compared to 83.49% of Saudi parents, and

71% of Chinese parents. This suggests that classifying content

as “inappropriate” may vary between cultures. Such variations

worth considering by parents, developers, and regulators with

respect to children’s online safety tools and content rating

schemes.

In this regard, we recently became aware of an initiative in

Saudi Arabia called “Qayyem” [58], which is a step towards

bridging the cultural gaps in the general rating schemes. How-

ever, it is for online games (not mobile app) which are mostly

operated on Play Station, XBOX, and Personal Computer (PC)

devices. Qayyem initiative is initiated by Prince Muhammed

bin Salman Foundation (Misk) [59], a non-profit organization

which aims to “cultivate and encourage learning and leadership

in youth for a better future in Saudi Arabia” [59], [60].

Qayyem provides a rating scheme for children’s most popular

online games. It is not limited to Arabic games. In fact, all the

games we could see on their website are in English [58]. The

games are rated by expert players who undergo training about

the rating criteria for Qayyem’s scheme [61]. The players’

notes are also reviewed by a specialised committee [61].

The scheme considers evaluating content and age rating. The

content is evaluated against five criteria [58]: 1) “Religious

Remarks”, to report concerns if the game has content that

conflicts with Islamic values. 2) “Psychological Remarks”,

to report concerns if the game might affect the player’s

psychological aspect negatively. 3) “Behavioural Remarks”, to

report concerns if the game might affect the player’s “clear-

headedness”. 4) “Moral Remarks”, to report concerns if the

game has content that conflicts with “decency, morality and

good behaviour”. 5) “Financial Remarks”, to report concerns

if the game conflicts with financial and monetary values

and integrity. For example, we looked at one rated game

called “Marvel’s Avengers”, and we find several remarks [62].

First, a religious remark with “low” severity, raised a concern

regarding a reference to “Thor”, which is the God of thunder

in the Norse mythology. Second, a psychological remark with

“medium” severity, raised a concern regarding repeated virtual

violence where “the player fights soldiers and robots, the

defeated falls, then disappears, without any blood appearing”.

Third, a behavioural remark with “medium” severity, raised a

concern regarding an alcohol drinking scene. Fourth, a moral

remark with “low” severity, raised a concern regarding some

actors appear with too tight clothes, and the use of bad words.

The games’ ratings appear only in the Arabic version of

the website, although all the rated games we can see are in

English. Our observation is that most of Qayyem’s content

rating criteria are normally considered in children’s local

media content and public school educational materials, and

are generally widely respected by the Saudi society. Having

said that, we do not have data to evaluate this initiative’s

effectiveness or its penetration rate among Saudi families.

Moreover, it is not clear what Saudi families’ reactions would

be regarding Qayyem’s remarks, if their children installed

or want to install a game with remarks. Will parents refuse

to install, or uninstall, a game because of Qayyem’s rating

remarks? or will they just raise their children’s awareness

about cultural differences and let them play it despite the

remarks? The initiative provides these ratings for parents, but

leave the choice for them as they state: “we played our part

and rated it for you[,] play your part and pick the right one

for them” [58]. Moreover, Qayyem has a disclaimer that states

that their ratings are considered “personal, independent, and

non-binding opinions” [58].

8) Children’s Attitudes Towards Being Refused to Install

an App, or Having an App Being Uninstalled by Parents:

We asked parents about how their children felt about being

refused to install an app or having their app uninstalled. To

summarise the responses we manually labelled the answers

with either: “positive”, “neutral”, or “negative”, based on the

reported attitude. For example, answers such as “She was very

understanding after I explained to her the risks” were labelled

“positive”, answers that contain words such as “sad”, “mad”,

and “upset” were labelled “negative”. Answers that contain

negative then positive attitudes such as “she was upset at the

beginning, and after explaining the reasons, she accepted the

issue” were labelled negative too. Answers such as “lots of

questions and demand to explain the reasons” were labelled

“neutral”. This method provides us with an estimation.

Out of the 109 parents who refused to install, or uninstalled,

an app for their children, we find that ∼63 children’s reactions

are negative (57.80%), while around ∼31 (28.44%) are posi-

tive, and around ∼15 (13.76%) are neutral. To reduce the con-

flicting situation of uninstalling apps for children, which was

mostly negatively received by children, we suggest parents’

early involvement during the apps selection and installation

to decide on the app appropriateness before the child has it.

However, experience shows that parents’ involvement and con-

versations with children using commonly-understood language

might be non-trivial due to several reasons, such as lack of

suitable educational resources for the parents themselves.
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Fig. 7: Saudi vs. the Western vs. Chinese parents’ concerns that caused refusing to install, or uninstall, an app for their children.

Comparing Saudi parents with their Western and Chinese

counterparts in [5], [6] respectively, similar to Saudi chil-

dren, according to [5], out of those Western parents who

had uninstalled an app for their children, a total of 55%

reported that their children reacted negatively (“upset and

could not understand their parents’ decision” (48%), “sad” or

“confused” (7%)) when parents uninstalled an app for them,

while still 40% reported that their children were “capable

of understanding parents’ decisions”, and 6% reported that

their children “were not bothered”. In comparison to Chinese

parents, Wang et al. [6] asked Chinese parents a different but

somewhat relevant question. They asked parents about their

children’s reactions to “parents safeguarding practices”. 58.3%

of Chinese parents said their children “would understand

parents’ decisions after explaining the risks to them”, 12.1%

said that their children “would fully understand the decisions

and accept without any argument”, 22.1% of parents said that

their children “would be able to understand them but refused

due to some other reasons”, while only 7.1% parents said

that their children “would be upset and refuse their parents’

help”. Wang et al. [6] linked this to the “authoritarian parenting

style”, which is often observed in Chinese parents.

D. Privacy Concerns

1) Thinking and Talking about Privacy with Children:

We asked parents how often they think about their children’s

online privacy in relation to their interaction with tablet or

smartphone devices. Saudi parents seem very concerned about

their children’s online privacy. 52.94% of parents reported that

they think about it “at least once a day”, and 27.73% of parents

think about it “at least once a week”. See Table VII for the

rest of the answers.

TABLE VII: Frequency of parents’ thinking versus talking with

their children about children’s online privacy

Frequency
Think Talk

Parents Parents

At least once a day 63 (52.94%) 17 (14.29%)
At least once a week 33 (27.73%) 44 (36.97%)
At least once a month 11 (9.24%) 31 (26.05%)
At least once every couple of months 3 (2.52%) 14 (11.76%)
At least once a year 1 (0.84%) 2 (1.68%)
Less than once a year 0 (0%) 2 (1.68%)

I do not (think | talk)1 about it at all 5 (4.20%) 9 (7.56%)
Other 3 (2.5%) 0 (0%)

1 Think or talk, depending on the question.

We then asked parents how often they talk about online

privacy issues with their children in relation to interactions

with tablet or smartphone devices. We found that 36.97% of

parents reported that they talk about it “at least once a week”,

26.05% of parents talk about it “at least once a month”, and

14.29% of parents talk about it “at least once a day”. Having

said that, there are 7.56% who “do not talk about privacy at all”

with their children, which is a negative point. However, it can

be an indicator of parents’ lack of awareness or confidence to

talk about privacy issues with their children. Table VII shows

how often parents think and talk with their children about

online privacy issues.

Comparing how Saudi parents think and talk about privacy

with their children against their Western and Chinese coun-

terparts in [5], [6], we find that Western parents expressed

high level of concern about their children’s privacy too, where

45% of them said they think about it “very often”, and 47%
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“sometimes” or “occasionally” do so24. Contrary to both Saudi

and Western parents, Chinese parents did not express a high

level of concern about their children’s privacy. As reported

in Wang et al. [6]25, only 10% of Chinese parents have “a

lot of” concerns about their children’s online privacy, 47.5%

have “some but acceptable”, 32.4% have “no” or “very little”,

and 8.3% had never thought about this issue. The latter is a

striking figure compared to only 4.20% of Saudi parents who

do not think about their children’s privacy at all. The low level

of privacy concerns that is observed in Chinese parents could

be related to cultural or political reasons.

Regarding talking about privacy issues with children, 62%

of Chinese parents “had never” or “very rarely” discussed pri-

vacy issues with their children. Again, this is a striking figure

compared to Saudi parents, where the majority discuss privacy

issues with their children regularly as shown in Table VII

(second column). We could not compare Saudi parents to

Western parents in this aspect (talking about privacy with their

children) as the report on Western parents [5] does not contain

this data.

2) Parents’ Level of Privacy Concerns Before versus After

Being Informed About Possible Privacy Implications: We

asked Saudi parents about their level of concern if an app used

by their children asked for access to the camera, microphone,

or location service on the device. Most Saudi parents ex-

pressed high levels of concerns about apps that request access

permission to their children’s camera, microphone (77.31%

are “very concerned”), or location service (76.47% are “very

concerned”). However, their levels of concern significantly

increased when they were informed about possible privacy

implications of giving access permissions to their child’s

camera (or photos), microphone, or location. This was revealed

in scenario-based questions which asked about the same set of

permissions differently. See Table VIII for the two questions

we ask (before and after being informed about possible privacy

implications). Figure 8 and Figure 9 illustrate the results.

After being informed about possible privacy implications,

the percentage of the “very concerned” parents about their

children’s privacy with respect to camera and microphone

access permission increased from 40.34% to 77.31%. Sim-

ilarly, the percentage of the “very concerned” parents with

respect to location services increased from 47.90% to 76.47%.

See Figure 8 and Figure 9 for detailed numbers.

Comparing Saudi parents’ level of concern about their

children’s privacy before and after being informed about pos-

sible privacy implications against their Western and Chinese

counterparts in [5], [6], we find that Western parents show a

similar trend to Saudi parents. As shown in Table IX, 51%

of Western parents are “very concerned” about microphone

and photo access, and this percentage increased to 75% after

being informed about possible privacy implications. However,

regarding concerns about location access, there is not much

24Note that, Zhao et al. [5] and Wang et al. [6] used different scales than
ours to measure frequency. However, our comparison is at a high level which
does not require exact matching.

25Wang et al. [6] asked about parents’ level of concern in a general sense
and not particularly about the frequency of talking about privacy. However,
this question is the closest to our comparison which is at a high level and
does not require exact matching.

Fig. 8: Parents’ level of concern regarding apps’ access to

camera and microphone before and after being informed about

possible privacy implications.

Fig. 9: Parents’ level of concern regarding apps’ access to lo-

cation before and after being informed about possible privacy

implications.

increase in the level of concern after being informed about

possible privacy implications since the majority of Western

parents (62%) are already “very concerned” about location,

and this percentage increased to 69%, after being informed

about possible privacy implications. However, this is not the

case with Chinese parents, where Wang et al. [6] reported

much lower levels of concerns expressed by Chinese parents

even after being informed about possible privacy implications.

23.3% are “very concerned” about microphone and photo

access, and this percentage increased to 39.9%, after being in-

formed about possible privacy implications. Moreover, 40.2%

who are “very concerned” about location access, and this

percentage increased to 48.7%, after being informed about

possible privacy implications. Clearly, the Chinese parents’

level of concern about their children’s privacy is lower than

that expressed by Saudi and Western parents. This could be

related to cultural or political reasons as we stated earlier

in section IV-D1.

E. Parental Controls

1) Parents’ Experience With Privacy Settings: We asked

parents if they have heard about privacy permission settings

for an app and if so, how often they check privacy permission

settings for their children’s devices. Our results show that 87
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TABLE VIII: The questions asked to parents about their level of parents’ concerns: before and after we state possible privacy

implications in the question.

Serial No. Question without privacy implications (before) Question with privacy implications (after)

1 How concerned would you be if an app used by your child asked
for access to the camera or microphone on the device?

Many apps have access to a device’s photos or microphone, which
could enable strangers to ask your child to share their photos or
talk with them. How concerned are you about this possibility?

2 How concerned would you be if an app used by your child asked
for access to the location service on the device?

Some apps can have access to a device’s location information,
which could enable other organisations/companies to infer which
school your child goes to, when and where you go on holiday, etc.
How concerned are you about this possibility?

TABLE IX: Saudi versus Western versus Chinese parents’ level of concerns regarding apps’ access to microphone, camera,

and photos permissions before and after knowing the implications. Columns with “-” value mean we do not have figures for

them.

Level of concern about
Parents

Mic/Camera/Photo permission Saudi Western Chinese

Before After Before After Before After

Very concerned 48 (40.34%) 92 (77.31%) - (51%) - (75%) - (23.3%) - (39.9%)
Somewhat concerned 49 (41.18%) 23 (19.33%) - (39%) - (24%) - (36.9%) - (33.7%)

Somewhat unconcerned1 19 (15.97%) 4 (3.36%) - (9%) - (1%) - (21.7%) - (16%)
Unconcerned at all 3 (2.52%) 0 (0%) - (1%) - (0%) - (11.8%) - (5.6%)
Don’t know/never though about this - - - - - - - - - (6.3%) - (4.8%)

1 In Western parents [6] and Chinese parents studies [5], this metric is “Not too concerned”, which we match with our “Somewhat
unconcerned”.

(73.11%) of Saudi parents have heard about privacy permis-

sion settings for an app. Of those, a total of 45.98% reported

that they check privacy permission settings for their children’s

devices at least “once a month”, “at least once a week”, or “at

least once a day”. See Table X for detailed results. Of those

who check privacy settings, 90.79% either “strongly agree”

or “somewhat agree” that tuning privacy permission settings

reduces their privacy concerns about what their children use

on the device. See Table XI for detailed results. Interestingly,

100% of those who have not heard about privacy permissions

for an app are interested to learn more about them.

Comparing Saudi parents’ awareness and frequency of

checking privacy permission settings for their children’s apps

with their Western counterparts in [5], we find that Western

parents show similar results. 72% of Western parents have

heard about privacy permission settings. Moreover, a total of

66% of Western parents check privacy permission settings

for their children’s devices either “from time to time” or

“very regularly”, and 24% of them check those settings

“whenever a new app is installed”. However, there are 11%

who “can’t remember” when was the last time they checked

them, compared to only 8.05% of Saudi parents who said

so. Similar to Saudi parents, the majority of Western parents

who check privacy settings (78%) felt that this reduces their

privacy concerns about what their children use on the device.

We could not compare Saudi parents to Chinese parents in

this aspect (awareness and frequency of checking privacy

permission settings for their children’s apps) as the report on

Chinese parents [6] does not contain this data.

2) Parents’ Experience With “Kids” and “Family” Stores:

We asked parents if they have heard about the “Kids” app

category on Apple’s app store or the “Family” category on

the Google Play store, which provide a content rating for

TABLE X: Frequency for checking privacy settings.

Frequency Parents

At least once a day 7 (8.05%)
At least once a week 19 (21.84%)
At least once a month 14 (16.09%)
At least once every couple of months 20 (22.99%)
At least once a year 0 (0%)
Less than once a year 4 (4.60%)
Whenever a new app is installed 12 (13.79%)
I don’t remember. Last time was a long time ago 7 (8.05%)
I don’t check them at all 4 (4.60%)

TABLE XI: Parents’ level of agreement towards Q. 46 state-

ment: “I feel that tuning the privacy permission settings

reduces my privacy concerns about what my child uses on

the device”.

Level of agreement Parents

Strongly agree 30 (39.47%)
Somewhat agree 39 (51.32%)
Neither agree nor disagree (neutral) 5 (6.58%)
Somewhat disagree 2 (2.63%)
Strongly disagree 0 (0%)

apps into different age categories, such as under 5, between 6

and 8, or between 9 and 11 years. We find that 77 (64.71%)

Saudi parents have heard about the aforementioned “Kids” or

“Family” categories in app stores. Out of those who have heard

about at least one of these store categories, a total of 87.01%

have tried to use them at some level, where 29.87% use them

“all the time”, 36.36% use them “sometimes”, and 10.39% use

them “rarely”. See Table XII for detailed results. Out of those

who have tried to use at least one of these stores at any level, a

total of 80.60% either “strongly agree” or “somewhat agree”

that using the “Kids” or “Family” categories in app stores
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TABLE XII: Parents who used the “Kids” or the “Family” app

store categories, or use parental control apps for their children.

Frequency
Parents

Use “Kids”/“Family” Use Parental Control

All the time 23 (29.87%) 16 (15.53%)
Sometimes 28 (36.36%) 29 (28.16%)
Rarely 8 (10.39%) 8 (7.77%)
Tried, but found them unhelpful 5 (6.49%) 9 (8.74%)
Used to, but no longer find them helpful 3 (3.90%) 4 (3.88%)
Never used them 10 (12.99%) 37 (35.92%)

TABLE XIII: Parents’ level of agreement towards Q. 43

statement: “I feel that Apple’s “Kids” or Google’s “Family”

categories reduce my privacy concerns about what my child

uses on the device”.

Level of agreement Parents

Strongly agree 12 (17.91%)
Somewhat agree 42 (62.69%)
Neither agree nor disagree (neutral) 12 (17.91%)
Somewhat disagree 1 (1.49%)
Strongly disagree 0 (0%)

reduces their privacy concerns about what their children use

on the device. See Table XIII for the full results.

Comparing Saudi parents’ awareness and use of “Kids”

or “Family” categories in app stores with their Western and

Chinese counterparts in [5], [6], contrary to Saudi parents, we

find that most Western parents (61%) have not heard about the

“Kids” or “Family” app store categories. However, similar to

Saudi parents, of those Western parents who have heard about

them, 79% use them either “all the time” or “sometimes”. Of

those Western parents who used them, 66.5% “strongly agree”

or “somewhat agree” that they reduce their privacy concerns

about what their child uses on the device.

3) Parents’ Experience With Parental Control Apps: We

asked parents if they have heard about “parental control”

apps, which allow parents to control their children’s tablet

or smartphone devices, such as controlling the number of

hours their children can spend on the device, creating a list of

disallowed apps, and a list of disallowed websites. We find that

103 (86.55%) of Saudi parents have heard about these apps.

Out of those who have heard about them, a total of 64.08%

have tried them at some level, and a total of 12.62% have tried

them or have been using them “but find them unhelpful”, while

35.92% “never used them”. We inspected the children’s ages

for the parents who reported that they use parental control apps

frequently, i.e. either “all the time” or “sometimes”. Out of 45

parents who use these apps frequently, we find the highest

number of parents who use these apps is for parents of 7-

year-old children, where 11 (24.44%) parents of 7-year-old

children reported that they use parental control apps, followed

by 9 (20%) parents of 12-year-old children, then equally 6

(13.33%) parents for each of the remaining ages (6, 9, 10,

11)-year-old children reported that they use these apps, while

only one parent (2.22%) for an 8-year-old child uses these

apps frequently. One possible explanation for the strikes of

parental control apps shown by parents of 7 and 12-year-old

children is that children at the age of 7 and 12 are in turning

points (from kindergarten to primary school at the age of 7, or

from primary school to intermediate school at the age of 12),

TABLE XIV: The most commonly used parental control apps.

App name Parents

screen time 6
ourpact 4
family link 4
qustodio 2
familytime 1
safekids 1
net nanny 1
netflix parental control 1

since children in Saudi Arabia are ideally admitted to primary

school at the age of 6 or 7 years. It is also surprising to see

that over 35% of the parents who have heard about parental

control apps state that they never used them. They might have

some profound reasons such as a lack of technical skills, or

a negative reputation about these apps (e.g. difficult to use).

See Table XII for the full results. Finally, Table XIV lists the

most used parental control apps that are reported by those who

use them.

We could not compare this section’s result against the results

of Western and Chinese parents as it does not exist in the

relevant studies in [5], [6].

V. DIGITAL DIVIDE

In this section, we examine whether there are statistically

significant differences between high versus low socioeconomic

classes in Saudi society in terms of privacy practices and

concerns about their children’s smart device applications. We

denote these differences by the term “digital divide”.

A. Analysis Methodology

We considered Saudi society from three socioeconomic

perspectives: parents’ education, technical background, and

income. For each perspective, we divided the responses into

two classes: high and low. We defined the high and low classes

of each socioeconomic perspective in Table XV. It should be

noted that the total number of responses in each class of these

perspectives is a partial set of the overall responses. That is,

we classified a family in either a high or low class only if

“both” parents’ demographics met the high or low definition.

That is, in our analysis, we did not count responses where

only “one” of the parents met the high or low class definition.

We also did not count responses where the answer is not firm,

such as “Not applicable”, “I do not know”, and “Other”. Those

excluded responses from high or low classes are also excluded

from the “total” counts. The reasons for these exclusions are

to have firm definitions and to exclude noise, hence gaining

more confidence in the results.

In terms of our definitions that are listed in Table XV,

first, for the education perspective, we defined high class

education as both parents have a postgraduate (Master’s or

Doctorate) degrees. We defined low class education as both

parents have a Bachelor’s degree at most. Second, for the

technical background perspective, we adopted a universally

accepted indicator of what constitutes a technical background.

We defined high technical background as both parents work or

have a degree in CS, IS, IT, or CE. We defined low technical
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background as both parents neither work nor have a degree

in CS, IS, IT, or CE. Third, for the income perspective, we

based our definitions of high versus low income on a national

study that defined the average income of what is called the

“sufficiency line” [32] (more details about the income classes

that we defined are provided in section IV-B2).

After we defined the classes and extracted the responses

that meet the definition of each class, we then examined the

responses of each class (e.g. high education responses versus

low education responses) against certain privacy-related prop-

erties. These properties represent parents’ privacy practices

and concerns, and are extracted from the survey questions.

That is, from the respondent’s answer, we can identify if it

meets the property or not. Table XVI shows the properties

we examined the socioeconomic classes against, and the

conditions under which the properties are satisfied (i.e. met),

along with the survey questions they are extracted from.

After counting the number of low and high responses that

satisfied the properties defined in Table XVI, we conducted

the significant differences test using the Chi-square test of

independence or the Fisher–Irwin test (the latter is used only

if the expected frequency is less than 5) [31], with a level of

significance alpha = 0.05.

B. Is there a digital divide?

After computing the significance tests, out of 42 tests, we

find significant differences (digital divide) between high versus

low classes in 7 tests only. This is a positive trend overall.

However, it is important to work on bridging these gaps. In

what follows, we summarise those areas of concern, which are

summarised in Table XVII, Table XVIII, and Table XIX. The

results show that:

1) Parents’ education is related to awareness about

“Kids” and “Family” app store categories. That is,

85.19% high education parents are aware about the

“Kids” or “Family” app store categories, compared to

58.82% low education parents who do so. This difference

is significant (χ2(1) = 5.63, p = 0.02(< 0.05), n = 78).

2) Out of those who are aware of privacy settings, par-

ents’ education, technical background, and income are

related to checking privacy settings in their children’s

devices frequently. That is, out of those who are aware

about privacy settings, 61.76% low education parents,

62% low technical background parents, and 54.10% low

income parents, check privacy settings frequently (i.e.

“at least once a month”, “at least once a week”, or “at

least once a day”), compared to 21.74% high education

parents, 15.38% high technical background parents, and

20% high income parents. These differences are signif-

icant. For education: (χ2(1) = 8.86, p = 0.00(< 0.05),
n = 57), for technical background: (χ2(1) = 8.99, p =
0.00(< 0.05), n = 63), and for income: (χ2(1) = 7.06,

p = 0.01(< 0.05), n = 81). These results suggest

that parents from low socioeconomic classes show higher

levels of concern about their children’s privacy in this

aspect and are more responsive than parents from high

socioeconomic classes. That is, once they become aware

of privacy settings, there are more parents from low

socioeconomic classes who check their children’s privacy

settings frequently than parents from high socioeconomic

classes.

3) Parents’ technical background is related to using pass-

words in their children’s devices. That is, 93.75% high

technical background parents use passwords compared to

62.32% low technical background parents. This differ-

ence is significant (χ2(1) = 5.92, p = 0.01(< 0.05),
n = 85).

4) Parents’ income is related to thinking about their chil-

dren’s privacy frequently. That is, 96.34% low income

parents think about their children’s privacy frequently

(i.e. “at least once a month”) compared to 80.77% high

income parents. This difference is significant26 (p =
0.02(< 0.05), n = 108). Moreover, out of the 79 low

income parents who think about their children’s privacy

frequently (i.e. “at least once a month”, “at least once a

week”, or “at least once a day”), 50 (63.29%) think about

it “at least once a day”.

5) Out of those who are aware of the “Kids” or “Family”

app store categories, parents’ income is related to

using them frequently. That is, 88.24% high income

parents use the “Kids” or “Family” app store categories

frequently (i.e. “all the time” or “sometimes”), compared

to 57.41% of low income parents. This difference is

significant (χ2(1) = 5.39, p = 0.02(< 0.05), n = 71).

VI. RECOMMENDATIONS

Having discussed the results, we now list the recommen-

dations for parents, professionals (such as researchers and

developers), regulators, and policy makers.

A. For Parents

We provide the following recommendations for parents,

guardians, teachers, or whoever is in a position of care for

children’s safety online:

1) Check apps’ age appropriateness for children. Most

app stores (e.g. the Google Play store and Apple’s App

store) provide additional information about the apps to

check an app’s age appropriateness for children, and what

permissions the app asks for. For example, the Google

Play store has the “Content rating” and “Permission” sec-

tions under the “Additional Information” section for each

app. Similarly, Apple’s App store has the “age”, “data

used to track you”, and “data linked to you” sections.

Our results show that half of the top 10 most used apps

by Saudi children who are aged between 6 to 12 years are

rated for 12+ years and require parental guidance. While

these rating systems do not seem perfect and parents need

to make their own judgment (e.g. “MS Teams” is listed

as suitable for children aged 3+ years in the Google Play

store), they can be used as an initial assessment tool. After

checking the app’s “Content rating” or “Age”, parents

26There is no χ
2 value as we used the Fisher–Irwin test
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TABLE XV: Definitions of high and low (education, technical background, and income) which we use to examine the digital

divide.

Perspective High class definition low class definition Q.

Education Both parents have either a Master’s or a Doctorate as their highest degree Both parents have at most a Bachelor degree as their highest degree Q. 8 & Q. 10

Technical background Both parents work or have a degree in CS, IS, IT or CE Both parents neither work nor have a degree in CS, IS, IT or CE Q. 9 & Q. 12

Income The household monthly income is more than 34,000 SAR The household monthly income is at most 34,000 SAR Q. 13

TABLE XVI: Definitions of high and low (education, technical background, and income) which we use to examine the digital

divide.

Property Satisfied (i.e. met) if: Q.

Use password Parents have a password to log in to the device or to install apps for their
children’s devices

Q. 24

Used paid app instead of free for privacy reasons Parents have chosen a paid app of an otherwise free app to reduce privacy risks Q. 27

Think about privacy frequently Parents think about privacy “at least once a month”, “at least once a week”, or
“at least once a day”

Q. 32

Talk about privacy frequently Parents talk about privacy “at least once a month”, “at least once a week”, or
“at least once a day”

Q. 34

High level of concern about camera & microphone (before) Parents are “very concerned” or “somewhat concerned” regarding apps
requesting camera and microphone access in their children’s devices before they
are informed about possible privacy implications

Q. 35

High level of concern about location (before) Parents are “very concerned” or “somewhat concerned” regarding apps
requesting location access in their children’s devices before they are informed
about possible privacy implications

Q. 36

High level of concern about camera & microphone (after) Parents are “very concerned” or “somewhat concerned” regarding apps
requesting camera and microphone access in their children’s devices after they
are informed about possible privacy implications

Q. 37

High level of concern about location (after) Parents are “very concerned” or “somewhat concerned” regarding apps
requesting location access in their children’s devices after they are informed
about possible privacy implications

Q. 38

Aware about “Kids/Family” apps Parents have heard about the “Kids” or “Family” app store categories Q. 41

Use “Kids/Family” apps frequently Parents use the “Kids” or “Family” app store categories “all the time” or
“sometimes”

Q. 42

Aware about privacy settings Parents have heard about privacy permission settings of an app Q. 44

Check privacy settings frequently Parents check privacy permission settings for their children’s devices “at least
once a month”, “at least once a week”, or “at least once a day”

Q. 45

Aware about parental control apps Parents have heard about parental control apps Q. 48

Use parental control apps frequently Parents use parental control apps “all the time” or “sometimes” Q. 49

TABLE XVII: The statistical difference between high and low education against the listed properties. “No.” denotes the number

of (low | high) education parents who satisfy the property listed in the column labeled “Property”, “Total” denotes the total

number of (low | high) education parents, p denotes the p-value, ϕ denotes the effect size, n denotes the total sample, χ2(1)
denotes chi-square test statistic with one degree of freedom. Note that the total numbers (“Total”) of (low | high) education

parents in the properties number 10, 12, and 14 are derived from the numbers (“No.”) of the previous properties (9, 11, and

13) respectively. This is because the related questions for the properties 10, 12, and 14 are only shown to participants who

answered “yes” for the awareness-related questions which are related to properties 9, 11, and 13 respectively.

Education

Serial No. Property High Education Low Education
χ
2(1) Fisher

No./Total % No./Total %

9 Aware about “Kids/Family” apps 23/27 (85.19%) 30/51 (58.82%)

χ
2(1) = 5.63

p = 0.02
ϕ = 0.27
n = 78

-

12 Check privacy settings frequently 5/23 (21.74%) 21/34 (61.76%)

χ
2(1) = 8.86

p = 0.00
ϕ = 0.39
n = 57

-

may play around with the apps themselves, to further

assess the app for their young children (6 to 12-year-old

as in our study).

2) Get involved with children during the apps’ instal-

lation stage before the app is installed by the child.

Our results suggest that parents’ involvement in installing

their children’s apps is related to reduced uninstallation

incidents by parents for their children’s apps, which are

mostly negatively received by children.

3) When selecting apps for children, it is not enough

to pay attention to the apps’ content only. The apps’

requested permissions and data collection are equally
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TABLE XVIII: The statistical difference between high and low technical background level against the listed properties. “No.”

denotes the number of (low | high) technical background parents who satisfy the property listed in the column labeled “Property”,

“Total” denotes the total number of (low | high) technical background parents, p denotes the p-value, ϕ denotes the effect size,

n denotes the total sample, χ2(1) denotes chi-square test statistic with one degree of freedom. Note that the total numbers

(“Total”) of (low | high) technical background parents in the properties number 10, 12, and 14 are derived from the numbers

(“No.”) of the previous properties (9, 11, and 13) respectively. This is because the related questions for the properties 10, 12,

and 14 are only shown to participants who answered “yes” for the awareness-related questions which are related to properties

9, 11, and 13 respectively.

Technical Background

Serial No. Property High Technical Background Low Technical Background
χ
2(1) Fisher

No./Total % No./Total %

1 Use password 15/16 (93.75%) 43/69 (62.32%)

χ
2(1) = 5.92

p = 0.01
ϕ = 0.26
n = 85

-

12 Check privacy settings frequently 2/13 (15.38%) 31/50 (62.00%)

χ
2(1) = 8.99

p = 0.00
ϕ = 0.38
n = 63

-

TABLE XIX: The statistical difference between high and low income against the listed properties. “No.” denotes the number

of (low | high) income parents who satisfy the property listed in the column labeled “Property”, “Total” denotes the total

number of (low | high) income parents, p denotes the p-value, ϕ denotes the effect size, n denotes the total sample, χ2(1)
denotes chi-square test statistic with one degree of freedom. Note that the total numbers (“Total”) numbers of (low | high)

income parents in the properties number 10, 12, and 14 are derived from the numbers (“No.”) of the previous properties (9,

11, and 13) respectively. This is because the related questions for the properties 10, 12, and 14 are only shown to participants

who answered “yes” for the awareness-related questions which are related to properties 9, 11, and 13 respectively.

Income

Serial No. Property High Income Low Income
χ
2(1) Fisher

No./Total % No./Total %

3 Think about privacy frequently 21/26 (80.77%) 79/82 (96.34%) -

p = 0.02
ϕ = 0.25
n = 108

10 Use “Kids/Family” apps frequently 15/17 (88.24%) 31/54 (57.41%)

χ
2(1) = 5.39

p = 0.02
ϕ = 0.28
n = 71

-

12 Check privacy settings frequently 4/20 (20.00%) 33/61 (54.10%)

χ
2(1) = 7.06

p = 0.01
ϕ = 0.30
n = 81

-

important to the apps’ content. We recommend thinking

about data from two ways: what the children receive

(content) and what the children provide or the app ac-

cesses (privacy). Apps might collect personal data such

as location, microphone, camera, contacts, or device ID

data. Parents need to be aware of the apps’ terms and

conditions and the permissions granted to an app. The

terms and conditions tell parents how the child’s data

will be used including whether or not it will be shared

with other parties and for what purposes. The data an

app collects can be checked either before installing the

app or after it is installed. Before installing an app,

most app stores provide a list of permissions that an

app requests in an easy-to-read format such as the apps’

“Additional Information” section in the Google Play

store. This information helps parents make an informed

decision about whether or not to share certain types of

personal data. Parents can also check and tune an app’s

permissions after the app is installed from the privacy

settings of the device by choosing the service, e.g. camera

or location, and check the list of apps that have access to

a particular service. Parents can deny one or more apps

from accessing that service (e.g. location), and make an

informed decision based on some factors, e.g. whether

the permissions the app requests are proportionate to

the app’s function or not. However, some apps may not

function without access to some permissions. Making an

informed decision is the key point here. Our results show

that, when installing an app for their children, parents

are more concerned about the app’s content and what

the app does than the app’s access to sensitive personal

information or the app’s requested permissions.

4) Set passwords (or an alternative access control mech-

anism) to control both login to the device and in-
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stallation of free and paid apps. The device’s login

password protects against outsiders, while the apps’ in-

stallation password protects against children’s installation

or purchasing of apps without their parents’ consent. Our

results show that around a third of the parents do not set

passwords to control login to the device nor to control

apps installation on their children’s devices.

5) Make use of the “Kids” and “Family” app store

categories. While they are not a panacea, they reduce

parents’ privacy concerns as reported.

B. For Professionals

We provide the following recommendations for profession-

als such as researchers and developers:

1) Raise awareness about the aforementioned issues. All

the aforementioned recommendations to parents require

some level of technical background which may not be

available to everyone. Professionals such as researchers

and developers need to invest in privacy education for

everyone, and particularly for parents towards their chil-

dren’s privacy online. Our results show that parents seem

very eager to learn about privacy, where 100% of those

who have not heard about privacy permissions for an app

reported that they are interested to learn more about them.

Towards this direction, several studies in the literature,

such as [63], [64], [65], [66], [67], [68], [69], focused

on building frameworks, and understanding children’s,

youths’, and parents’ perceptions of privacy risks online

and the used or perceived techniques to overcome them.

Moreover, we recommend professionals raise awareness

about data minimisation by design (or more generally

“privacy by design” principles [70]) among the scientific

and developer communities.

2) Use “effective” awareness. Awareness alone is not

enough. Awareness needs to be effectively designed

using a language that is comprehended by everyone. Our

results show that stating privacy implications (what can

go wrong) in a scenario-based format has significantly

increased parents’ concern about privacy. This is a useful

tip that our results provide for awareness content delivery.

The literature proposed several attempts that aimed to

provide effective awareness tools to children, such as

the physical-digital interactive book for youth [71], the

“LifeMosaic” personal informatics tool for youth [72],

and games [73].

C. For Regulators and Policy Makers

We provide the following recommendations for regulators

and policy makers:

1) Set guidelines and regulations that define transparent

and fair data collection. For example, in Europe there

is the GDPR [74], in the US, there is the Children’s

Online Privacy Protection Act (COPPA) [75], and more

recently in the UK, the “Age Appropriate Design Code”

was introduced [76]. COPPA sets certain requirements for

online services directed to children. With the rapid uptake

of digital technologies and the lack of data collection reg-

ulations, non-regulated data collection by third parties can

be harmful in the long run. It may normalise sharing per-

sonal data with third parties. Having said that, regulations

such as GDPR and COPPA have their own technical and

non-technical issues, such as the challenges in monitoring

compliance, which may need non-conventional tools. For

example, Reyes et al. [77] found many apps available in

the US are violating COPPA. Nevertheless, we can learn

from them and work towards improving their issues.

VII. LIMITATIONS

In this section, we list some limitations in our work. Most

of these limitations have been discussed and justified earlier

in the text. However, we list them here for summarisation.

First, despite our efforts to distribute our survey to a diverse

population of both genders and various socioeconomic and

educational backgrounds, our respondents are biased towards

highly educated, females, who are from the Western region

of Saudi Arabia. Second, we did not share the survey link

over “public” social media accounts. This might have limited

the number of responses we could receive. However, as

stated in the methodology section III-D2, we did this to avoid

incorrect or duplicate responses from irresponsible users, or

possibly from automated software bots. Third, we discussed

some aspects of our results with results from two previous

surveys conducted on Western (mostly from the UK) and

Chinese parents [5], [6]. However, it should be noted that

the comparisons are high-level and are not meant to be direct

comparisons. There are slight differences in the demographics

and recruitment methodologies between the three studies,

which are explained in detail in the analysis in section III-E.

Having said that, our work is independent of [5], [6], and

our results stand on their own regardless of [5], [6] results.

The comparisons are meant to foster discussions, and identify

patterns and relationships, which may inspire future work.

VIII. CONCLUSION

In this paper, we conducted a survey to investigate Saudi

parents’ concerns about their children’s privacy when using

smart device apps, and what are they doing to mediate these

concerns. To this end, we analysed 119 responses and iden-

tified parents’ practices and concerns. We found that Saudi

parents expressed a high level of concern regarding their

children’s privacy when using smart device apps. However,

they expressed higher concerns about apps’ content than

privacy issues such as apps’ requests to access sensitive data.

Furthermore, parents’ concerns are not in line with most of

the children’s installed apps, which contain apps inappropriate

for their age, require parental guidance, and request access to

sensitive data such as location. We also discuss Saudi parents’

privacy practices and concerns with those outlined by Western

and Chinese parents in previous reports. This discussion

revealed interesting patterns and allowed us to draw new

relationships. For example, Saudi and Chinese children have

a higher level of autonomy in installing apps on their devices

than Western children who mostly request apps installation
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from their parents. However, there are more Saudi parents who

end up uninstalling apps from their children’s devices due to

privacy concerns than Western parents. Moreover, Saudi and

Western parents show higher levels of privacy concerns than

Chinese parents. We then tested whether there are significant

differences between high vs. low socioeconomic classes in

terms of privacy practices and concerns (we denote these

differences by “digital divide”). We looked at the society from

three perspectives: parents’ education, technical background,

and income. Out of 42 tests, we find significant differences in

7 tests only. Finally, we made recommendations to improve

children’s privacy online, which require efforts from multiple

parties. The results of this study help us better understand our

situation to identify areas of improvements, set recommen-

dations, and develop the right tools towards creating a safer

online world for our children.
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