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Abstract. Incorporating hacking projects in information security education is
controversial. However, several studies discussed the benefits of including
offensive exercises (e.g. hacking) in information security courses. In this paper, we
present our experiment in incorporating hacking projects in the laboratory exercises
for an undergraduate-level Computer and Information Security (CIS) course at
King Abdulaziz University (KAU), Saudi Arabia. We conducted a survey to
measure the effectiveness of incorporating hacking projects from the students’
perspective. We also questioned the ethical aspects of these projects. The results
strongly suggest that hacking projects have helped the students better understanding
computer and information security principles. Furthermore, the majority of the
students stated that they do not intend to misuse the learned skills, mainly, for
religious and ethical reasons. We also present the precautions that we took to avoid
legal or ethical consequences that may be connected with these activities.

Keywords: information; security; offensive; defensive; education; Saudi Arabia; hacking;
cyberattack; awareness; ethics

Biographical notes: Eman Alashwali obtained her Master degree in Information Security
from University College London (UCL) in 2012, Bachelor degree in Computer Science
from King Abdulaziz University (KAU) in 2004. She also holds several career
certifications such as MCSA, CCNA, A+, N+, I-Net+. Eman is working in university

1 There are different definitions for the term “Hacking”. In this paper, we use the term “hacking”
to refer to the exercise of exploiting a vulnerability (i.e. break the security) of a system to assess
its security (ethical hacking).
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1 Introduction
1.1 Internet and Cyberattacks in Saudi Arabia

Internet use in Saudi Arabia is rapidly increasing. As of June 2012, the number of
Internet users in Saudi Arabia had hit 13,000,000 (Internet World Stats, 2012), which
means that more than half of the population (estimated at 26,939,583 by (United States
Census Bureau, 2013)) use the Internet. The Internet has not only been adopted in its
ordinary means but has also become a ubiquitous component of citizens’ lives. A study
by Google (2012) showed that 60% of the Saudi population owned smartphones, and
66% access the Internet daily using these devices. More importantly, a considerable
amount of sensitive information are being transferred; 25% of these smartphone users
made an online purchase using their phones (Google, 2012).

As Internet use grows, so do cyberattacks. In 2010, a report based on the Kaspersky
Security Network (KSN) that recorded 327,598,028 malicious attempts to infect users’
computers in various countries worldwide reported that Saudi Arabia was among the top
20 countries targeted by cyberattacks and the attacks were increasing (Securelist, 2010).
In the report, Saudi Arabia ranked 13™ in 2010 but had been 17" in 2009 (Securelist,
2010). More dangerously, based on several recent incidents that received public attention,
cyberattacks in Saudi Arabia are targeting not only ordinary users but also government
websites and extremely sensitive sectors. For instance, in 2012 an attack targeted Saudi
Aramco, a government-owned company that makes more than USD 1 billion per day in
revenues and was ranked the biggest energy company in the world by (Forbes, 2012).
The attack targeted the country’s economy by attempting to disrupt oil production,
according to officials (Saudi Aramco, 2012). Fortunately, although the attack infected
about 30,000 workstations, it did not affect oil production (Reuters, 2012). Another less
serious attack, by a hackers group called “Saudi Anonymous” occurred in May 2013.
They launched a series of attacks that targeted many Saudi government websites (see Fig.
1). In the same month, the Saudi Press Agency (SPA) (2013) officially announced that
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several government websites had faced simultaneous attacks, including the Ministry of

Interior portal that went down for about an hour. Py

Saudi Anonymous Q
opsaudi

[info.gov.sa ] DOWN

[ mohe.govsa ] DOWN
[ moe.gov.sa ] DOWN

Fig. 1. A screenshot of tweets by the Saudi Anonymous hackers group

1.2 Information Security Education in Saudi Arabia

As Bishop (2000) discussed in his article “Education in information security”, the two
main forms of information security education are: 1) academic education, which includes
technical preparation for undergraduate students, and 2) public awareness.

In the Saudi Arabia case, we believe that both aspects require more attention. For
example, as an illustration of technical preparation for security professionals aspect,
Alzamil (2012) measured the level of security awareness from IT employees’
perspective. The study surveyed 134 IT managers and employees in 41 public and private
organizations in Saudi Arabia (Alzamil, 2012). The results show some misconceptions
among IT employees regarding information security issues such as lack of awareness
among IT employees about internal threats (Alzamil, 2012). Furthermore, the results
suggest that not enough information security training is provided to IT employees
(Alzamil, 2012).

Alghathbar et al. (2008) conducted a vulnerability assessment for 169 of the most
popular Saudi organizations’ web servers, including government, academic, and
commercial organizations. The researchers found and classified 16 types of
vulnerabilities that affected one or more of the servers (Alghathbar et al. 2008). The top-
ranked vulnerability affected 27 servers (16% of the sample) (Alghathbar et al. 2008).
This vulnerability can result in buffer overflow (Alghathbar et al. 2008), which can cause
dangerous consequences such as allowing an attacker to execute an arbitrary code
without the server’s administrator consent. All vulnerabilities listed in the study are
known vulnerabilities that can be easily discovered with free tools and avoided by
updating a piece of software, installing a patch, or changing configurations, as
Alghathbar et al. (2008) showed. This study reflects a lack of security awareness and
education among the servers’ administrators.
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From the public awareness aspect, a large-scale survey by Alarifi et al. (2012) that
included 462 participants measured the level of information security awareness among
Saudi citizens and revealed worrisome results. The study showed a low level of
awareness about some well-known security attacks. The study showed that only 25.5% of
the participants were aware of identity theft, 29.7% were aware of phishing scams, and as
few as 7.4% were aware of Denial of Service (DoS) attacks (Alarifi et al. 2012).

1.3  Our Motivation and Aim

Protection against security threats can never be achieved without both well-prepared
security professionals and aware end users. Universities play a crucial role in preparing
future professionals. Our main goal is to improve the level of understanding of computer
and information security principles by incorporating hacking projects in the lab exercises
of the Computer and Information Security (CIS) course offered to IS undergraduate
students at King Abdulaziz University (KAU).

Incorporating offensive techniques in information security education is controversial.
However, many researchers have discussed the benefits of teaching offensive techniques
in information security education. Many universities worldwide include offensive
techniques in their information security courses.

We believe that offensive lab exercises (e.g. hacking) are crucial to build a security
mindset. The security mindset is different than the ordinary engineer mindset (Schneier,
2008). It “involves thinking about how things can be made to fail” (Schneier, 2008). The
absence of the security mindset will result in insecure systems (Schneier, 2008).

However, to the best of our knowledge, we believe that such lab exercises are not
widely known among Saudi universities. We are not aware of any work that has
evaluated or shared their experience in incorporating offensive techniques in information
security education at Saudi universities. In this paper, we evaluate the effectiveness of
adding a hacking project in the lab exercises from the students’ perspective, and we share
our experiment and results.

1.4 Structure of the Paper

The rest of the paper is organized as follows: In section 2, we provide a brief background
description. In section 3, we summarize related work. In section 4, we describe the study
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methodology. In section 5, we present the results and discussion. In section 6, we
conclude. In section 7, we provide examples of students’ work.

2 Background
2.1 Offensive vs. Defensive Security Education Methods

Frincke (2003) defined two major philosophies in information security education:
“defensive assurance” and “attack understanding”. The “defensive assurance” philosophy
concentrates on teaching students how to build systems that meet a security policy,
design defenses that can not be broken, and prove that this has been accomplished
(Frincke, 2003), in other words, “how to do things right” (Frincke, 2003). In contrast, the
“attack understanding” philosophy allows students to better understand how to assess
systems for weaknesses, design systems free of these weaknesses, and set up defenses
against these weaknesses through hands-on learning about how attackers think (Frincke,
2003). The “attack understanding” philosophy questions “what others are currently doing
wrong” (Frincke, 2003). It also incorporates learning about attack techniques and
defensive techniques and allows students to verify systems’ security from a practical
rather than formal point of view (Frincke, 2003). Some works refer to the two
philosophies as defensive and offensive.

2.2 The CIS Course in the IS Department at KAU

The CIS course at KAU is a compulsory course for undergraduate IS students (KAU,
2013). It contains 1.5 hour/week laboratory sessions supplementary to the 3 hour/week
theoretical lectures in a whole semester. In general, the laboratory contains exercises that
provide students with practical skills in the subject area. Covering attack-related issues is
part of the course’s official description: “It covers the topics of security of information
and software systems including attacks and data encryption” (KAU, 2013). However,
before our proposal was implemented, the available lab manual did not contain exercises
that involved security attacks or offensive techniques. We proposed adding a hacking
project to the lab exercises.
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2.3 Saudi Arabia, a Social Background

We investigated socio-technical aspects such as the reasons that influenced our
participants’ decisions not to misuse the learned hacking techniques. Therefore, it is
convenient to describe several characteristics of Saudi Arabian society. Saudi Arabia is
one of the world’s top oil-producing countries. It is a young society; about 64% of the
population are under the age of 30 (Murphy, 2013). In the last decade, the government
has provided unprecedented support for education. For example, in 2013, the government
allocated 25% of the national budget to the education sector, about USD 54.4 billion
(Ministry of Finance, 2013). The Islamic religion is very important in Saudi Arabia, for
the government and the people. All of the country’s decisions, educational curricula,
official media content, etc., must comply with the Islamic religion. Religion is taught
during all 12 years of school education as well as at universities. At KAU, for example,
students in all disciplines must pass four compulsory Islamic Culture courses. In a survey
by Moaddel (2006), 90% of Saudi citizens believed religion is very important in their
lives.

These social characteristics data may explain some of the information or results
presented in this paper. For example, the striking figures for Internet use and technology
adoption described in section 1.1 might not be very surprising knowing that two-thirds of
the population is under the age of 30.

3 Related Work

Mink and Greifeneder (2010) conducted an empirical study to compare the offensive and
defensive methods in information security education. The comparison is based on tests
results for two groups where each group received different method. The results suggest
that the offensive teaching method resulted in better understanding of information
security (Mink and Greifeneder, 2010). Regarding criticisms about teaching such
techniques that might be misused, the authors believe that such criticism is flawed as any
security technique can be used and misused (Mink and Greifeneder, 2010). Mink and
Greifeneder (2010) did not present students sentiments as we do in this paper. Instead,
they provide quantitative data based on tests results.

Papanikolaou et al. (2011) presented their work using the “Hackademic” tool, an open
source tool equipped with deliberately vulnerable web applications that allow learners to
practice hacking (Papanikolaou et al., 2011; OWASP, 2013a). The survey results showed
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that 85% of the students believed that the lab exercises had helped them better understand
the security issues that every exercise addressed (Papanikolaou et al., 2011).

Trabelsi and Ibrahim (2013) presented a case study that incorporated offensive
techniques in lab exercises about three types of DoS attacks. The researchers measured
the students’ satisfaction; 85% of the students said that the lab exercises helped them
better understand the theoretical concepts of DoS attacks (Trabelsi and Ibrahim, 2013).
Furthermore, 86% strongly recommended the exercises to other students (Trabelsi and
Ibrahim, 2013). On the other hand, about 85% of the students said that they had tried to
test the learned DoS attack outside the isolated lab environment (Trabelsi and Ibrahim,
2013). The researchers also suggested tips for reducing the concerns related to offensive
exercises (Trabelsi and Ibrahim, 2013).

Trabelsi and Ibrahim (2013), and Papanikolaou et al. (2011) presented students’
opinions regarding offensive exercises in general. However, our work investigated what
most influenced students’ decision to avoid misusing the skills learned that none of the
previous work questioned. Furthermore, we present the students’ opinions in a more
detailed 5-point Likert scale.

In addition, the author of this paper has experience as a former postgraduate student at
University College London (UCL) in 2011/2012 attending two levels of computer
security courses and applied cryptography course that included some offensive
techniques in some exercises. In the Computer Security | course taught by Courtois
(2011), students were exposed to instructor-led lab exercises provided by Giotsas (2011)
to implement several known attacks (e.g., SQL injection, Man-in-the-Middle-Attack
(MITM), etc.). Also, in the Computer Security Il course taught by Desmedt (2012),
students were required to implement a project, e.g., an attack one, either independently or
in a group using a research-oriented method that included submitting a two-page paper
and preparing a presentation. In applied cryptography course, there were a smart-card and
RFID security lab sessions, designed and taught by Courtois (2011). In the lab sessions,
students examined the security of smart cards using some offensive exercises. For
example, the students tested magnetic card by “skimming” some buildings and bank
cards to see how easily they can be copied and forged. Also, the students could optionally
try to extract the cryptographic keys for some types of insecure cards. The author was
inspired by this experience and was encouraged to transfer part of it to KAU students.

Our method was similar to Desmedt’s (2012) in that it was a research-oriented
method. We do not claim that this paper presents a new educational method. Many
universities worldwide have adopted offensive practical exercises in information security
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education. However, we believe that our paper presents results that are worth sharing for
several reasons. First, we are not aware of any previous work that provided an experiment
and students’ feedback regarding incorporating offensive techniques in laboratory
exercises in information security education among Saudi universities. Generally
speaking, “hacking” is still viewed as a negative act in Saudi society. As far as we are
aware, no companies or the government sector announced about rewarding white-hat
hackers who report security flaws found in the companies’ websites or systems.
However, some companies worldwide, such as Facebook and Microsoft reward hackers
who report security flaws. Second, Saudi Arabia has special social characteristics (e.g.,
intensive religion education) that—as we will show later—influence ethics which is an
aspect that need to be considered in hacking. Therefore, our data can be useful in ethics in
information security. Third, since our subjects are female students, our paper provides
results in relation to women in engineering (information security in particular), a topic
adopted by leading engineering associations such as IEEE Women in Engineering (WIE)
(IEEE, 2014).

4 Study Description
4.1 Study Sample

The study subjects were 39 female undergraduate students from the IS department in the
College of Computing and Information Technology (CCIT) at KAU who were enrolled in
the CIS course in the second semester for 2012/2013. According to the biographical data
obtained from this study survey, their ages ranged from 20 to 24. Regarding their
programming experience, all had studied two levels of compulsory programming courses.
In terms of their cultural background, all students said they had studied Islamic religion
during all 12 years of education before attending the university.

4.2 Methodology

At the beginning of the CIS lab sessions, we provided the students with a list of eight
known attacks with a brief description of each attack. The proposed topics were as
follows: 1) Click-Jacking, 2) Cross-Site Scripting (XSS), 3) Cross-Site Request Forgery
(CSRF), 4) SQL-Injection, 5) Smart Phones Security Risks, 6) Network Sniffing, 7)
Social Engineering, and 8) Cracking Wireless Networks. In Appendix A, we provide a
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brief description about each attack. We also provided the students with the hardware

(e.g., switches, cables, wireless access points, etc.) if they needed.

The students were asked to arrange themselves in groups of three or four students
(groups of five students could be accepted in two cases as an exception). Each group was
asked to select a unique topic. Repeated topics were accepted if all the topics were taken.
The groups were also given the opportunity to propose their own ideas after receiving the
instructor’s approval; however, no one proposed any. To meet the project requirements,
the students were asked to do the following:

1. Implement a demo that demonstrates one or more examples of the attack.

2. Write a maximum four-page conference-style paper about the attack including the
implementation and possible defenses against it.

3. Prepare a 10-minute presentation that summarizes the project.

4. Prepare a poster. The students could voluntarily present their posters at an annual
college-level technical event called “IT Open Day” to raise awareness of security
threats.

5. Prepare a detailed technical report or a video recording to provide a step-by-step
description of the attack implementation.

The project represented 10% of the students’ final grade for the course. During the
semester, there were follow-up presentations in which each group gave a 10-minute
presentation describing their progress. The paper submission had two phases: a draft
submission, after which the students received feedback, and then the final submission.
All groups except one implemented at least one example; however, that group presented
the topic theoretically.

At the end of the course, we distributed an anonymous survey to all students enrolled.
The paper-based survey evaluated several aspects of the lab including the hacking project
exercise. In this paper, we analyze the project part. The survey questions format were
either to rank the students’ agreement on a given statement in a 5-scale Likert style
(Strongly Agree, Agree, Neutral, Disagree, Strongly Disagree), or simply a multiple
choice question were the student can select one or more answer (see section 5.1 and 5.2
for more details about the project part questions) except one open question at the end of
the survey for further comments. Each question was written in two languages, Arabic and
English, placed in front of each other in the same survey. Participants made aware that
this survey results will be used for research purposes.
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4.3 Handling the Ethical and Legal Concerns in Implementing Hacking
Project

When allowing students to practice hacking, there is always a concern that the learned
skills may be misused either accidentally or intentionally. This concern is realistic. For
example, in (Trabelsi and Ibrahim, 2013), the authors observed a considerable increase in
the number of DoS attacks detected by their university’s intrusion detection system each
semester after students learned the DoS attack technique in the information security lab.

More dangerously, as mentioned earlier, survey results showed that about 85% of the

students said that they had tested the learned DoS attack outside the isolated lab

environment (Trabelsi and Ibrahim, 2013). Therefore, precautions must be carefully
considered.

Trabelsi and Ibrahim (2013) listed several precautions such as informing students of
the legal consequences, asking students to sign a “code of conduct,” and using isolated
networks for offensive exercises. Similarly, in Desmedt’s (2012) course, we were asked
to sign a declaration that conveyed the student would perform the attack in isolated
networks and not against real systems and the student would use his or her own
credentials. Also, in Giotsas (2011), we implemented the attacks in virtual machines
provided by (SEED project 2013; Due 2011).

In our case, to overcome the undesired consequences, we provided students with the
following instructions:

1. Experiments on network security such as attacking wireless networks must be
implemented in an isolated network using testing devices.

6. If the experiments need credentials, they must be self-owned or used with the account
owner’s permission.

7. Experiments on web security such as click-jacking, XSS, XSRF, and social
engineering attacks must be implemented in a local or self-owned website. Uploading
self-owned websites online for illustration must be considered with caution and must
not cause harm that goes beyond the website itself.

8. Every student was required to sign a pledge that briefly conveyed these instructions.
The pledge ensured the students’ commitment to, understanding of, and responsibility
regarding the instructions.

9. The students were made aware of Saudi Arabia’s cyber-crime law via a short
presentation and printed handouts. The students also signed a form acknowledging
they were aware of the law.
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5 Results and Discussion

All 39 participants returned the survey (37 responded in Arabic and two in English).
However, the number of responses to several questions varied slightly. Most of the
unanswered questions were on the back of the cover page, which seems to have been an
oversight due to the survey’s double-sided printing style. However, this issue did not
affect the results’ correctness as we computed the weighted average, and we show the
sample size (N) in the tables. When we summarized the results, we combined the terms
“strongly agree” and ‘“agree” into the term “agree” and “strongly disagree” and
“disagree” into the term “disagree.”

5.1 The Effectiveness of Incorporating the Hacking Project

Our results strongly suggest that implementing hacking projects helped students better

understand computer and information security principles; 78.38% agreed. Similarly,

78.38% of the students believed that it would be difficult for them to understand security

attacks without implementing one. There was consensus that the project helped them

discover new areas in information security. Furthermore, the majority recommended the

project for future students and found it enjoyable. In addition, 51.29% found

implementing an attack was easier than they had expected. Table 1 summarizes the

students’ responses to the following statements:

e S#l: The project implementation helped me in understanding computer and
information security principles.

o S#2: It will be difficult for me to understand the security attacks without implementing
this practically.

e S#3: The project helped me to discover new areas in information security that |1 was
not aware of.

e S#4: The security attack project is an excellent idea and | recommend it for future
students who will take this course.

e S#5: Learning security attacks was enjoyable.

e S#6: Implementing an attack was easier than | expected.



E. Alashwali

Table 1. Answers provided for evaluating the project’s effectiveness, statements 1-6.

Question Strongly Agree Neutral Disagree Strongly
Agree Disagree
S#1 (N=37) 18 11 6 2 0
(48.65%) (29.73%) (16.22%)  (5.41%) (0.00%)
S#2 (N=37) 15 14 4 4 0
(40.54%) (37.84%) (10.81%) (10.81%) (0.009%)
S#3 (N=39) 22 17 0 0 0
(56.41%) (43.59%) (0.009%)  (0.00%) (0.009%)
S#4 (N=39) 20 16 2 0 1
(51.28%) (41.03%) (5.13%)  (0.00%) (2.56%)
S#5 (N=39) 24 11 3 0 1
(61.54%) (28.21%) (7.69%)  (0.00%) (2.56%)
S#6 (N=39) 9 11 5 7 7

(23.08%) (28.21%)  (12.82%) (17.95%)  (17.95%)

5.2 The Ethical Aspect

In this section of the survey, we asked whether the students intended to misuse the

learned skills. Therefore, we asked the following question:

e S#7: After | obtained some attack skills, I may use these skills against real systems in
a way that cause damage or loss to others (e.g. withdrawing money illegally or stealing
passwords).

The answers show that 76.92% of the students disagreed with misusing the learned
skills and 10.26% provide neutral answer. In Table 2, the responses are summarized.

Table 2. Answers to statement 7.

Question Strongly Agree Neutral Disagree Strongly
Agree Disagree
S#7 (N=39) 3 2 4 6 24

(7.69%) (5.13%)  (10.26%) (15.38%)  (61.54%)
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Next, we wanted to know what most influenced the students’ decisions not to misuse
the learned skills. Was it religion, ethics, lack of incentive, or the law? The following
question was asked: Q#8: What is the reason that will stop you from attacking real
systems to cause damage (if there is more than a reason, please, write the order in the gap
based on the reason strength (No. 1 for the strongest reason, then 2 for the less strong,
etc.). We provided the following choices for the question:

— A#1: Religious reasons (e.g. fearing God)

— A#2: Ethical reasons

— A#3: The absence of the incentive to make an attack (example of incentives:

money, fame, etc.)

— A#4: Fearing the law

— A#5: Nothing can stop me

— A#6: Other, please specify

Generally, causing harm to others is an unacceptable act in any society. However, the
reasons that drive people to refrain from causing harm to others diverge. Some people
may refrain from doing so due to their own religion, ethics, etc. However, others refrain
from harming others only because of an imposed law. A combination of these reasons
influence many people but probably with different priorities. For example, an individual
might consider religion as a stronger reason than law. Another might consider law a
stronger reason followed by ethics.

Islam implies ethics that prohibit acts that cause harm to others by any means, even
emotional, such as spying, which is explicitly prohibited in the Quran as stated in chapter
39 verse 12: “And do not spy or backbite each other.” Hacking, includes acts that are
prohibited in Islam such as stealing others’ properties (e.g., passwords, data) or
modifying it, spying, etc.; therefore, we expect those who comply with Islamic
instructions to refrain from misusing hacking techniques against real systems due to
religious reasons.

Does religion equals ethics? This philosophical question is beyond the scope of this
paper. However, we must clarify why we distinguished religious reasons from ethics in
the answers provided for Q#8 as reasons that will stop subjects from misusing the learned
attack skills against real systems in a harmful way. We believe ethics and religion are not
the same. We believe that ethics driven by religion are different from ethics that come
from civilization or etiquette. To illustrate, they vary in their influence and thus one’s
commitment to them. As an example, ideally, Muslims believe in Judgment Day on
which each person will be strictly judged (rewarded for good deeds and punished for



E. Alashwali

sins) for every single action during his or her life. They believe in eternal life (after
death) that will be based on their actions in this life. These concepts may have stronger
effects an individual’s decision to refrain from harming others.

All our subjects stated that they studied Islamic religion during their school years and
university. However, this does not imply that they are religious or abide by religious
principles in their daily lives.

In this question, we allowed more than one answer, but we asked the students to rank
their reasons strengths if they have more than a reason. However, a considerable number
of participants did not. Therefore, we decided to count the frequency of each choice, and
we ranked the most influential reasons by frequency. This question answered by 38
students. The students’ answers show that religion was the most influential aspect in the
students’ decision to not misuse the leaned skills, which was selected by 92.11% of the
students. Ethical reasons came next (81.58%), followed by the absence of an incentive to
make an attack (57.89%), while fearing the law was selected by 47.37%. We understand
the important role that religion plays in Saudi citizens’ decisions; however, it might be
surprising to find that the law ranked as the fourth reason after lack of incentive. Public
attitudes toward the cybercrime law in Saudi Arabia may require further investigation.
Table 3 shows the students responses.

Table 3. Summary of answers to Question 8.

Question A#l A#2 A#3 A#4 A#5 A#6

Q#8 (N=38) 35 31 22 18 1 2
(92.11%) (81.58%) (57.89%) (47.37%) (2.63%) (5.26%)

Having female-only students, this may have influence on the survey results especially
in the ethical aspect (see section 5.2, S#7, and Q#8) and the easiness of performing
hacking projects (see section 5.1, S#6). We will investigate the ethical aspect to some
extent. We suggest that the low rate of the shown intent to misuse the learned skills by
our subjects may have been influenced by the gender (in addition to the aforementioned
reasons e.g. religion). This is because many studies suggest that males show higher
records in “deviant behavior” than females (Ageton, 1983; Canter, 1982; Lanctot, N. &
Le Blance, 2002) in (Morris R. et al., 2009). However, cybercrimes may have different
characteristics than the ordinary ones (Morris R. et al., 2009). Marcum C. et al. (2012)
found that females engage in cyber-bullying 2.53 times more than males. On the other
hand, Morris R. et al., (2009) found no relation between gender and the willingness in
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getting involved in digital piracy. However, we can not build assumption based on the
aforementioned studies. This is because the hacking projects in our study have different
requirements than the cyber-bullying or digital piracy. For example, performing identity-
theft or click-jacking attacks require technical background while the cyber-bullying or
cyber-piracy can be done by any ordinary computer/Internet user without technical
background. Our hypothesis is that females can show higher rates in the intent to or in
getting involved in less technical cybercrimes for certain purposes (such as gossip or
emotional harm as shown in (Marcum C. et al., 2012)) and show lower rates in the intent
to getting involved in more technical cybercrimes to steal money or passwords for
example. However, we are unable to confirm these hypotheses. This aspect can be further
investigated but it is out of this study scope.

6 Examples of Students’ Work

In this section, we provide examples of students work. The following figures (Fig. 2, Fig.
3, Fig. 4, Fig. 5 and Fig. 6) show some of the students’ projects output.
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A fake link sent through SMS
that looks like it is from a
trusted source

If the user clicked the fake link in
the SMS, it opened a cloned site
.that looked like the legitimate site

¥ studentld |studentPass
B Delete 1029548 -

heck All With selected: 7 Change

0 Number of rows: | 30

Once the user entered his or her
credentials and pressed “login,” his
or her credentials were stored in the
attackers’ database

Fig. 2. Screenshots of SMS spoofing attack prepared by the social engineering group (Source:
Social Engineering Attack: Real Life Example by (Al-Thomali et al., 2013))
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Name:
aishah alawi

Comment: the page was attack

I <script>alert ("the page was attack ");</sc:1pc4

The attacker injected a malicious script as input (e.g. comment) .[In
this demonstration, the script is to displays a pop-up window bu
real attacks, the script can be programmed to steals the user’s

cankies for examnle

Fig. 3. A screenshot of a simple form of XSS attack (Source: Cross Site Scripting by (Alawi et al.,
2013))

Once the script was injected, it was executed
.whenever a user opened this trusted page

5

64) CA(30208)

The WEP key
FOUND! 63:70:69:73: ¢ extracted by the
tly: .attacker

Fig. 4. A screenshot of WEP password cracking (Source: WEP and WPA Wireless Networks
Cracking Using backtrack5 by (Alyousif et al., 2013))

hid:guest&pwd:guestﬂ IHTTPIL200 0K capturing user name and

. ) =20:17 GNT password sent in cleartext
Server: Apache/2.2.3 (CentOS) using Wireshark sniffer.
X-Powered-By: PHP/5.3.19
Content-Length: 980
Connection: close
Content-Type: text/html; charset=UTF-8 i

Fig. 5. A screenshot of capturing a victim’s sensitive information such as user name and password
(Source: Network Sniffing: Real-World Examples by (Algari et al., 2013))
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your iPhone
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Maha Hassan AL 09/10/2012 0. ‘

WebCam Media s e 01/11/2012 0.

The attacker can get access to the victim’s iphone files and take control of it. The attacker could change the
The attack can happen if the SSH default password has not changed after victim’s phone background
jailbroking an iphone. without the victim’s consent.

Fig. 6. A screenshot of exploiting a vulnerability in a jailbroken iphone (Source: Smart-Phones
Security Risks by (Al-Zahrani et al. (2013)). The attack originally found by a Dutch hacker (see:
(Foresman, 2009))

7 Conclusion and Future Work

Our results suggest that incorporating hacking projects in information security education
helped students better understand computer and information security concepts. The
project also helped students discover new areas in information security. Interestingly, all
our subjects involved in the study were female, and the results strongly suggest that they
found the project implementation enjoyable. The majority of the students said they did
not intend to misuse the learned skills, mainly due to religious reasons. Fearing the law
ranked the fourth reason that will stop the students from misusing the learned skills.

We made an attempt to raise awareness of real-life examples of security attacks at a
college event, “IT Open Day”, at which four groups voluntarily presented their posters.

The main challenge in implementing this work was performing hacking projects
safely. We stress the importance of carefully taking precautions and informing students
about the legal consequences to avoid any issues. It is important to follow up how the
students are implementing their project to make sure they did not cross the line. We
overcame ethical concerns and problems that may result from allowing students to
implement such a project by taking several precautions.

In the future, we want to work on solutions that provide a safer environment and give
students more freedom in learning and practicing. The use of specialized tools designed


http://arstechnica.com/author/chris-foresman/
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for security training such as “Hackademic” in some projects (e.g. web/Internet security)
may worth testing and considering in future work.
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9 Appendix A

Brief descriptions of the proposed hacking projects topics are provided as follows:

9.1 Click-Jacking

A Click-Jacking attack uses multiple transparent layers to trick a user into clicking a link
or a button other than what he or she sees (OWASP, 2013b). For example, the attacker
places a Facebook “like” or a Twitter “follow” button on top of a different link such as
“Click here for a free iPod” (OWASP, 2013b). The attacker hides the top button (the
“like” button) by changing the opacity to make it invisible (OWASP, 2013b). When the
user clicks the link that he or she sees (e.g., “Click here for a free iPod”), in fact, he or
she clicks on the hidden button or link on the top layer (OWASP, 2013b). Click-jacking
can also result in taking control of a user’s webcam, stealing a user’s private data, and
compromising a user’s web surfing anonymity as shown in (Huang, 2012).

9.2  Cross-Site Scripting

A Cross-Site Scripting (XSS) attack is performed by injecting a malicious script in web
applications (OWASP, 2013c). In this attack, the attacker can send malicious script
through a web application to other users who trust the application (OWASP, 2013c). This
can occur in web applications that generate output from the input without validation
(OWASP, 2013c). For example, an attacker injects a malicious script in a link in a blog
comment. The malicious Script can be programmed to hijack the user’s session and steal
his or her credentials stored in the cookies upon execution. When the victim user who
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trusts the blog clicks the malicious link (which normally looks like an innocent link), the
script is executed at the user’s end, and the user’s credentials are compromised.

9.3  Cross-Site Request Forgery

A Cross-Site Request Forgery (CSRF) attack works by tricking the user (through social
engineering, for example) into opening a malicious page that loads a malicious code
(OWASP, 2013d). Once executed, the code performs undesired requests on the user’s
behalf on a trusted website on which the legitimate user is currently authenticated
(OWASP, 2013d). For example, the attacker transfers money if the user was logged in to
his or her bank website.

9.4 SQL Injection

SQL injections occur in applications that contain SQL database(s) (OWASP, 2013e). The
attack works when an attacker injects a specially crafted SQL statement in an incorrectly
filtered user input field (OWASP, 2013e). The attacker can then read and modify data
from the database or take administrative privileges on the database (OWASP, 2013e).

9.5 Smartphone Security Risks

Several attacks target smartphones. For example, in 2009, a Dutch hacker found
vulnerability in jailbroken iPhones (Foresman, 2009). This vulnerability enables the SSH
with the default root password. The attack can exploit the unchanged default root
password, allowing the hacker to take control of the device and transfer or modify the
user’s private files (Foresman, 2009).

9.6  Network Sniffing

Network Sniffing is the process of capturing data while it is being transferred over a
network (Hannah, 2011). The risk comes when a system transfers sensitive data in plain
text. For example, if an attacker places a sniffer in an insecure network, he or she can
steal users’ credentials if they are sent in clear text (Hannah, 2011). Another type of
attack that can be performed using sniffing tools is session hijacking (Hannah, 2011). In
this attack, the attacker steals the user’s session cookies for a certain website in which the
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user is currently logged (Hannah, 2011). After capturing the cookies, the attacker can
inject the cookies’ values in his or her browser and open the user’s URL. These attacks
give the attacker control over the victims’ session or credentials.

9.7  Social Engineering

In social engineering attacks, the attacker tricks users to reveal sensitive information such
as their credentials by using social skills (McDermott, 2007). For example, the attacker
may send an email or SMS that appears to be from a legitimate site such as a bank or a
reputable organization asking the user to update his or her information through a fake link
that appears to belong to the original site but in fact is a fake site that belongs to the
attacker. When the user responds to the fake link, the attacker is provided with the user’s
credentials, and thus full control of the user’s online operations (e.g., online money
transfers).

9.8 Cracking Wireless Networks

Some wireless networks security protocols such as Wired Equivalent Privacy (WEP) and
Wi-Fi Protected Access (WPA) have weaknesses. For example, WEP uses the RC4
stream cipher algorithm incorrectly (Goldberg, 2001). In stream ciphers, the key stream
should not be repeated to avoid the “Two-time pad” (Goldberg, 2001). In WEP, the key
stream consists of a fixed shared key and Initialization Vector (V) (Goldberg, 2001).
Hence, the key stream depends on the 24-bit IV only (Goldberg, 2001). Due to the small
size of the 1V, the key will be repeated after maximum 22 or 16 million packets
(Goldberg, 2001). Therefore, by analyzing some amount of traffic, an attacker can easily
find the WEP key. Many freely available tools can perform different types of WEP and
WPA attacks.
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