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AIM: We aim to: 1) shed light on the importance of proper implementa- Results: D. Can RSA Keys Be Broken?

tion for SSL protocol; 2) raise awareness about the recently discovered
prevalence of factorable RSA keys on the Internet by [2] and [3]. A. Our Scan Results In a Nutshell "« RSA security is based on the difficulty of factoring [5]. h

* There is a known vulnerability that leads to factoring a 1024-bit RSA mod-
ulus [3]. See Figure 2.

* It can be exploited if an adversary can find a pair of moduli that share a
prime factor [3].
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* |tis possible for an amateur with a single PC using publicly available infor-
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