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WHAT IS NETWORK SNIFFING ?

= Network analysis = Packet Analysis =
Eavesdropping

= Capturing network traffic and inspecting it
closely to determine what is happening on the
network



WHY SNIFFING ?

Troubleshooting problems on the network
Analysing the performance of a network
Discovering the origin of virus

Detect Denial of Service (DoS) attacks
Educational purposes

Malicious purposes



WHO ?

System administrators
Network engineers
Security engineers
Researchers and Teachers
Attackers



HOW SNIFFING WORKS?

= Non-switched (shared bus broadcast)
networks

" The message is sent to all machines over the
network

= NIC checks the destination address

= NIC accepts the packet if it has the machine’s
address

= Otherwise, it discards it



HOW SNIFFING ?

= Put the NIC into “promiscuous mode”

= The NIC does not discard packets not
addressed to its machine
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SNIFFING TOOLS

" Programs used to decode packets that travels
across the network layer of the TCP/IP and
display them in a readable format



EXAMPLES SNIFFING TOOLS

Wireshark

Cain & Abel (Windows)

Tcpdump (Unx based systems)

Windum (Windows version of Tcpdump)
Dsniff (Different platforms)

Ettercap (Windows, Linux)

Packetyzer (Windows)



WIRESHARK

~

Capturing from eth0 [Wireshark 1.6.2 ]

File Edit View Go Capture Statistics Telephony Tools Internals Help

@ & = Q T & BB Al WEEX @
F||ter e Filter: v | Expression...
No. Time Source Destination Protocol Length  Info
8 0.046022 192.168.1.254 192.168.1.66 DNS 97 Standard gquery response A 91.189.90.132
9 0.046183 192.168.1.66 91.189.90.132 TCP 74 48569 > http [SYN] Seq=8 Win=14600 Len=0 MSS5=1460 SAC
10 ©.860991 91.189.90.132 192.168.1.66 TCP 74 http > 40569 [SYN, ACK] Seg=0 Ack=1 Win=5792 Len=0 MS
11 9.861019 192.168.1.66 91.189.90.132 TCP 66 40569 > http [ACK] Seg=1 Ack=1 Win=14656 Len=0 TSval=
) 12 0.861093 192.168.1.66 91.189.90.132 HTTP 290 GET /meta-release HTTP/1.1
Summary 13 0.878634 91.189.96.132 192.168.1.66 TCP 66 http > 40569 [ACK] Seg=1l Ack=225 Win=6912 Len=0 TSval
14 ©.0879428 91.189.90.132 192.168.1.66 HTTP 287 HTTP/1.1 304 Not Modified
15 0.879441 192.168.1.66 91.189.90.132 TCP 66 40569 = http [ACK] Seq=225 Ack=222 Win=15680 Len=8 TS
16 0.879458 91.189.90.132 192.168.1.66 TCP 66 http = 48569 [FIN, ACK] Seq=222 Ack=225 Win=6912 Len=
17 ©.088442 192.168.1.66 91.189.90.132 TCP 66 48569 > http [FIN, ACK] Seq=225 Ack=223 Win=15680 Len
18 9.103732 91.189.90.132 192.168.1.66 TCP 66 http > 40569 [ACK] Seq=223 Ack=226 Win=6912 Len=0 TSy
> Frame 1: 42 bytes on mre (336 bits), 42 bytes captured (336 bits)
» Ethernet II, Src: HewlettP 55:a8:39 (00:22:64:55:a8:39), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
PrOtOCOI » Address Resolution Protocol (reguest)
Tree —>
Windows
. pepe ff ff ff ff ff ff 00 22 64 55 a8 39 08 06 60 01 ....... "odu.g....
Data VIEW 0810 ©8 60 06 ©4 60 01 ©0 22 64 55 a8 39 cO a8 61 42 ....... " du.9...B
. 9 9620 00 06 00 OO 0O 00 cO a8 01 fe L....... ..
Windows
@ etho: <live capture in progress= Fil... - Packets: 18 Displayed: 18 Marked: 0 Profile: Default




Cain & Abel

ARP Poisoning
|

= =
View Configure Tools Help
2|l © o EE W o | & | B, ) HED R ez @7 i
|&, Decoders |§ Metwaork |ﬁ.§ Sniffer |@/"‘ Cracker |@ Traceroute IM CCDU |{(E|')] Wireless I%) Query |
% Passwords Timestamp | HTTP server | Client | Username | Password URL UserField PassField Aut
----- @ FTP (0) 19/03/2012 - 03:11:31 31170.162.103 192.168.1.66 Yvo 123456 http:/www. cwl.netT8.net/index. html userid= password= Basi

.58 HTTP (1)

: LDAP (0)
..... iJp POP3 (0)
..... sib SME (0)
----- Bl Telnet (0)
- [RE VNC ()

[T TDS (0)
[T TNS (0)
153 SMTP (0)
@ MNTP (0) . . . .
8 ocerrec o) Permit sniffing on a switched network.
..... 1% MSKerb5-PreAuth (0]
-8, Radius-Keys (0)

----- € Radius-Users (0)

485 IKE-PSK (0)
- & MysQL )
..... =] suMP (0)

<% GRE/PPP (0)
&2 PPPOE (0)
.[T¥) SAP Diag (0)

Passwords

4 1

4 I 3 @ HTTP

|Q Hosts |@APR |‘f' Reuting |% Passwords |@ VolP |

Lost packets: 0%
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RISKS

= Capturing cleartext usernames and passwords
= Compromising proprietary information
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OUR GOAL

= Demonstrate the risks of insecure login

= Stress the importance of secure login in
educational electronic systems, specially online

systems
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“ENOUGH TALK .. LET’S GET TO WORK”
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TOPOLOGY

Orange Cable: To the Lab actual Switch Switch

HUB

White Cables:
Uplink from
the Hub to the
Switch

Orange Cables:
PC1 & PC2




REQUIREMENTS

HW.:

= Switch; Hub; Two Laptops
Services:

" |nternet; Web hosting

SW:
" Programming with PHP and MySQL
= Sniffing tools: Wireshark; Cane & Abel
= Operating Systems: Linux uountw11 & Windows 7

Simulating educational system (editing grades)



DATABASE

J —> userlD
3
B

testcw

username

password

stdID

studentname

studentcourse

studentgrade



DATABASE

* ik | =ql2.000webhost.com/phpMyAdmin/index.php?db=a2828880 _testowflang=en-utf-8&token=e2 dd4788cH3 c8ecif9e5285f!

{1 Server: localhost p Zh Database: a2828889_testcw

| T- Structure| T smLp Seard'lT% QLEWIE [upurtIﬁ mmnI% Dperatiunsq

phpM - S
S & E P L Table Action Records '  Type Collation
;?i;?::':t;t%tm (2) ] students =2 T= & = @ ¥ 5 MyISAM latinl_general_ci
5 users | users = &z 3 :a = 3 MyISAM latinl_general_ci
2 table(s) Sum 8 MyISAM latinl_general_ci
€ Check All / Uncheck All With selected: -

&=k Print view F=Data Dictionary

_“ Create new table on database a2828889_testow

Name: Number of fields:

S open new phpMyAdmin window



WEB PAGES

N

Login Page

Error

logout.php

Logout

NO /\ YES
S

uccessful
\ \/ l

Index.html

Create a Session

v

View Grades Page

v

Edit Grades Page

\ 2

Submit

v

Update the

Database

userLogin.php

view.php
v

connect-db.php
AN

edit.php



WEB PAGES

.......... 100% Script finished in 0.10 seconds

by
000webhost cw1l.net78.net

= ®

Ipublic_html = Language: English -

Directory Tree: root /public_html

| MNew dir || New file | | Upload ||Jaua Upload | Transform selected antries: | Mowve || Deleta || Rename || Chmaod |
All Name Type Size Owner Grou Perms Mod Time Actions
& uw.
D _] .htaccess HTACCESS File 91 32828889 32828889 re-r--r-- Mar 9 22:25 View Edit Open
[[] ® connect-db.php PHP script 482 22828889 22828889 rW-r=-r-- Mar 18 22:39 View Edit Open
D @ default old.ohp PHP script 7806 32828889 32828889 re-r--r-- Mar 10 03:28 View Edit Open
D @ odit.php PHP script 2889 32828889 32828889 re-r--r-- Mar 18 22:27 Wiew Edit ©Open
I:l @ index. html HTML file 623 aZ2828889 aZ2828889 rw-r--r-- Mar 10 06:00 View Edit ©Open
D @ |ogout.php PHP script 128 32828889 32828889 re-r--r-- Mar 10 15:14 Viaw Edit Open
D @ member.php  PHP script 207 a2828889 a2828889 rer--r-- Mar 10 06:07 View Edit ©Open
D @ ucerlogin.php PHP script 863 32828889 32828889 re-r--r-- Mar 18 22:55 View Edit Open
[ # view.php PHP script 3357 22828889 22828889 rW-r=-r-- Mar 18 22:37 View Edit Open

Directories: 0
Files: 8 / 17.06 kB
Symlinks: 0



1. CLEARTEXT PASSWORD SNIFFING

= The User’s Side

(- L : woarw . owl.netf8.net/index.html

My

User-Id | Yvo

Password | sessss

\ Submit ‘ \ Reset ]

Image source: http://alsoalso.net/criminal-crab/



1. CLEARTEXT PASSWORD SNIFFING

= The attacker’s Side

Running Cain
and Abel sniffing
tool

m File View Configure Tools Help

Sl e mEs 4o % e meE i
Decoders Metwork |BE Sniffer Cracker Traceroute CCOU '8 Wireless Query
& ¢ E) Ei o] 4] W EO)
1 Passwords Timestamp | HTTP server | Client _ ———— '|’U’5Erﬁa—r—"r1—é | Passwnrcr___'l'ﬂﬂ't _________
..... FTP (0 0342012 - 03:11: == r— —
% H1'r||:=j{1:| 19/03/2012-03:1131 3117016 I !E] CLy I .!]. Tireless I IIE:' Lluerj,r
----- IMAP (0]
B8 LDAP (0) =
_____ B PoP3 () Client Username Password
----- sk SME (0)

192.168.1.66 Yvo 123456




1. CLEARTEXT PASSWORD SNIFFING

= The attacker owns the legitimate user’s
credentials

AV a'\\ab'\\“' n.t,?f rity

Image source: http://alsoalso.net/criminal-crab/



2. SESSION HUACKING

= The User’s Side

@ :: View Students Records

HE
L

www.owl . net?8.net/view.php

Logout

Welcome, Yvo !

View All | View Page: 1

ID || Student Name Course Grade
@ ' 1 Alice Computer Security 2 || A Edit || Delete
€ [ www.cwl.net?8.net/index.html 2 | Bob Computer Security2 | F Edit | Delete
3 Carol Computer Security 2 || D Edit || Delete
User-Id | Yvo
4 Dave Computer Secunity 2 | C Edit || Delete
Password | eeesse
_ 3 Eve Computer Security 2 || B Edit || Delete
Submit | | Reset |




2. SESSION HUACKING

= Bob is not Happy !!

| want it “! \
IAI s

Image source: http://alsoalso.net/criminal-crab/



2. SESSION HUACKING

= The Attacker’s Side

= Sniff cookies

wireshark

Running
Wireshark

etho [wireshark 1.6.2]

File Edit View Go An Tools Internals

Capture Telephony Help

S @l & XC=2 Q¢ IT 4L BB Qe MK @
Filter: http + | Expression... Clear
1N T'n L= NET2 Ia? rw:h o | 1 aoakh WF

Cookie: siteowner=1: FHPEESSID c336d8baa8228cc41a47b3b4fd1lcbe29\ r\n

Wrvn
[Full request URI: http://www.cwl.net78.net/view.php]

- = —— e — = —_ = =
User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64; rv:11.8) Gecko/28100181 Firefox/11.8\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;g=0.8\r\n L -
Accept-Language: en-us,en;g=0.5\r\n e —— -
| Accept-Encoding: gzip, deflate\r\n _________..————"'"’——‘
\Csunecticn keep-alive\r\n ________-——‘—""'_
Refere‘r*JJttp / /vl . CWl . net78.net/userLogin. php\r\n _______—-——'"‘"_— R
Cookie: 51te0wne;r 1; PHFSESSID_:md-BI}aaGZZB’cM1a47b3b4fd1c@e29\r\n
\ryn
[Full request URI: http://www.cwl.net78.net/view.phpl
0000 00 26 44 f5 cd ec e8 9d 87 27 ba 31 08 00 45 e AL .
0010 Bl c5 24 46 40 00 80 06 50 Tl c@ a8 ©1 42 1f aa LSF@... P.. na
0020 a2 67 cd ba 0@ 50 48 f7 6d 1b @b 89 ac 54 50 18 .g...PH. m....TP.
0030 11 1c 33 c2 80 @8 47 45 54 20 2f 76 69 65 77 2Ze ..3...GE T Jview.
0640 70 68 70 20 48 54 54 50 2f 31 2e 31 0d 6a 48 &f php HTTP /1.1..Ho
0050 73 74 3a 20 77 77 77 2e 63 77 31 2e 6e 65 74 37 st: www. cwl.net?
0060 38 2e 6e 65 74 0d 0a 55 73 65 72 2d 41 67 65 6e 8.net..U ser-Agen
0070 74 3a 20 4d 6f 7a 69 6c 6C 61 2T 35 2e 30 20 28 t: Mozil lass5.e (
0080 57 69 6e 64 6T 77 73 20 4e 54 20 36 2e 31 3b 20 Windows NT 6.1;
nAaR 87 Af 57 2Ww_24_2h_ 2872 Th_3I=a 21 _Ta 2/_270_7IA WOWEA . r 11 @)
@ File: "/tmp/wireshark_etho_2012031 Pa(kets 41 Displayed: 8 Marked: 0 Dropped: 0 Profile: Default



2. SESSION HUACKING

" |[nject cookies values in his browser
= Some free tools: Cookies Manager+ for Firefox

Cookies Manager+ v1.5.1 [showing 2 of 2, selected 1]

Search: Q, | » | |Refresh |
| Site +  Name iz
r www.cwl.net78.net PHPSESSID
M www.cw1.net78.net siteowner b
siteowner

1
www.cwl.net78.net

/

Any type of connection
At end of session

| Add || Edit || Delete | |  Close




2. SESSION HUACKING

" Copy the full request URL and he has the
legitimate user’s session

View Students Records - Mozilla Firefox

i iView Students Records

& | net78.net

Welcome, Yvo !
Logout

View All | View Page: 1

ID | Student Name Course Grade

1 Alice Computer Security 2 | D Edit | Delete
2 Bob Computer Security 2 |I F Edit | Delete
3 Carol Computer Security 2 | D Edit | Delete
4 Dave Computer Security 2 | C Edit | Delete
5 Eve Computer Security 2 | F Edit | Delete




2. SESSION HUACKING

= \What’s next ??

€= 7 www.owl.net?8.net/edit.php?stdiD=2

Welcome, yvo !
Logout

Student ID: 2

Student Name: * Bob

Course: ¥ Computer Security 2

Grade: * A
A |
* Required




2. SESSION HUACKING

= \What’s next ??

View Students Records - Mozilla Firefox View Students Records - Mozilla FireFox

{1 view Students Records {"} View Students Records

& O net78.net & o net78.net

Welcome, Yvo ! Welcome, Yvo !

Logout Logout

View All | View Page: 1 View All | View Page: 1
ID || Student Name Course Grade ID | Student Name Course Grade
1 Alice Computer Security 2 | D Edit | Delete 1 Alice Computer Security 2 | D Edit | Delete
2 || Bob Computer Security 2 ﬁ Edit | Delete 2 | Bob Computer Security 2 A_" Edit | Delete
3 | carol Computer Security 2 | D Edit | Delete 3 | Carol Computer Security 2 | D ‘ Edit | Delete
4 || Dave Computer Security 2 | C Edit | Delete 4 | Dave Computer Security 2 | C Edit | Delete
5 Eve Computer Security 2 | F Edit | Delete 5 Eve Computer Security 2 | F Edit || Delete




IN REALITY ?

Yes. Many universities websites around
the world are vulnerable to such attacks.



IN REALITY ?

. I3 http:// . 3 hiepiss
R 5 p R P
W E-Registration Log In
User name
Password :

Username:;
Password: Forgot Password ? II

il Remember Me
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IN REALITY

= ABC University online exam system in Egypt

- E-learning
Online MCQ Exams




Username=guest&Password=welcomeliradiobutton=0nLE.aspx%3FdoIndex%3D1ogin&DB=5s1

N

310 4c 65 6e 67 74 68 3a 20 38 38 0d 0a 0d Da SENNE
Uyl G5 72 6e 61 6d 65 3d 67 75 65 73 74 26 50 61 73
CEEINMT3 77 6T 72 64 3d 77 65 6¢ 63 6T 6d 65 26 72 61
ICELI: 64 69 6T 62 75 74 74 6 6e 3d 4f 6e 4c 45 2e 61

o Y

ername=g uest&Pas

sword=we lcome&ra
diobutto n=0nLE.3a

O Textitem (text), 88 bytes Packets: 180 Displayed: 23 Marked: 0 Dropped: 0
~ o, 7
T~o On-Line Exam \’-‘I = /
S~ = /
\\\ /
~o /
\\ /
\\\ " //

~~_On-Line Exams( ): User | | /
an e-Leaming\tOGIis being developed in the Communication Name /
& Information Techndlegy Center (CITC) @ r
University.The tool prqvides course instructors of 3  password | | ya
new way to educate and evaluBteJiweir students by using ya
multi-media multiple-choice-questions" MCQs) over the Add exams * Glilaiey) gy © 7
Internet. The development team divided the required Faculty member * aaL g

- = Ol A g |
features into two groups, one group of features™that can Students * /
be available only to course instructors and the other\grqu\p Posteraduates * h~’m’/@
of features that both instructors and students can access>~[2°8M@GUaes Lie Sl O

R ;

For a free trial of the tool, login by using User Name:
“guest” and password: “"welcome”. Losn

Text followed by ‘*’ is translated by me
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DEFENCES

= Switched network

= Encryption

= Secure Sockets Layer (SSL)/Transport Layer
Security (TLS)

= SSH
= One Time Password (OTP)



OUTLINE

= Conclusion



CONCLUSION

= “Your data isn’t safe on public networks. You
may not even realize the extent to which that
statement is true” (adrian Hannah, 2011)

= Sensitive data must be encrypted

= Universities must ensure Confidentiality,
Integrity and Availability for their systems
users.



FUTURE WORK

= Test Wireless sniffing

= Preliminary observation: It was not possible to
capture http packets in UCL wireless network

= Need more testing
" | could not perform it due to lack of time

= Awareness about such risks



THANK YOU



QUESTIONS ?
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